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This manual supersedes Army Bwtension Course Special Text No. 166.

SucrioN I
INTRODUCTORY REMARKS

Paragraph
Restimefofipreceding informationss o suuiies ISEe el BE DT IS 1
Senience:ofAiAY x su e Tr. & e sribe et o el (e e et L o

1. Résumg of preceding information.—a. In Special Text No.
165 (1935), Elementary Military Cryptography, the student was
given his first introduction to the study of the more simple means
and methods of secret writing. Considerable attention was devoted
to certain preliminary data in the nature of definitions of basic terms
employed in eryptography and of the general circumstances surround-
ing the use of cryptography in military communications. The factors
determining the influence or effect that the analysis of military
cryptograms will have on the tactical situation were discussed some-
what in detail, and it was shown that of these factors the most im-
portant is the degree of cryptographic security inherent in the cryp-
tographic system itself. This was then discussed in detail in con-
nection with related factors involved in the length of time required to
solve military cryptograms. Attention was also directed to infor-
mation bearing upon the employment of eryptography in our Army,
and the functions, duties, and responsibilities of the various arms and
services concerned in it were set forth. Coming then to a discussion
of certain preliminary details of a practical nature, it was shown that
systems suitable for the military use must conform to certain more
or less rigid requirements before they can even be considered for such
use because of the present-day limitations of the art of signal com-
munication in general.

b. Having assimilated all the foregoing data of an introductory
nature, the student then took up the study of the two principal classes
of cryptograms: transposition and substitution. Various examples
of cipher systems of the transposition class were first illustrated, these
starting out with the simplest varieties of monoliteral route trans-
position and then progressing through more complex types of simple
columnar and keyword columnar methods. Only a hint was con-
veyed as to the existence of far more complicated double and triple
transposition systems. The principal disadvantages of transposition
methods in general were discussed. Then substitution systems were
taken up and after a brief discussion of the nature of alphabets in
general and of the kinds of cipher alphabets in particular, a few
examples of simple monoalphabetic substitution ciphers were given.

(1)
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Methods of producing mixed alphabets were illustrated, and the use of
sliding basic sequences to derive a set of secondary alphabets wag
described. Cases of monoalphabetic substitution with variants were
presented and their disadvantages from the point of view of crypto-
graphic security were discussed. It was stated that despite a multi-
plicity of values for cipher equivalents, such methods do not yield
cryptograms of a high degree of security, and for this reason other
methods of producing a multiplicity of values, based upon true poly-
alphabetic methods, are more satisfactory. The use of cipher disks
and cipher tables of various sorts was discussed in connection with
more complicated types of substitution, and their disadvantages
pointed out. Mention was made of methods of increasing the degree
of cryptographic security by suppressing or eliminating the manifes-
tations of periodicity in polyalphabetic systems based upon the use
of a repeating key. These led to a consideration of the development
and use of cryptographs and cipher machines, a few of which were
merely mentioned.

¢. The category of substitution methods under the heading of code
systems was then discussed and examples of the various types of code
words and codebook arrangements given. The discussion included &
comparison of the advantages and disadvantages of cipher and code
methods from the point of view of simplicity, rapidity, practicability,
secrecy, accuracy, and economy. Considerable attention was devoted
to the secrecy requirements of a cryptographic system for military use.

d. There then followed a brief discussion of the errors which are
almost inevitable in cryptographic communication, and of methods for
their suppression and elimination. Finally, & summary of the funda-
mental rules for safeguarding cryptograms was presented.

¢. With the foregoing as a background, a review of which is recom-
mended, the student is in a position now to take up the study of more
advanced cryptographic methods. Special emphasis is to be laid
only upon such systems as are practicable for military use. It is
Necessary to add, however, that cryptography is by no means a static
art or science and that viewpoints are always undergoing change;
what is regarded as wholly impracticable today may, through some
unforeseen improvement in technique, become feasible tomorrow,
and it is unwise to condemn a system too hastily. For example, before
the World War, and indeed for the first two years of that confliet,
the use of codebooks in the theater of operations was regarded as
}lelh'tl)_lly imp.racticable.l Colonel Hitt in his Manual for the Solution of
szkers, published in 1916, says:

! See, in this connection, Friedman, William F., American Army Field Codes in

tShe lllmericcm' BExpeditionary Forces During the First World War, Signal Security
“rvice Publication, OCSigO, War Department, Washington, 1942,
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The necessity for exact expression of ideas practically excludes the use of codes
for military work, although it is possible that a special tactical code might be
useful for preparation of tactical orders.

Also, in an official British Army Manual of Cryptography prepared
in 1914 is found the following statement:

Codes will first be considered, but as they do not fulfill the conditions required
of a means of secret communication in the field, they need not be dealt with here
at length.

In the 1935 edition of this text the foregoing quotations were im-
mediately succeeded by the following comment:

It need only be pointed out in this connection that today code methods pre-
dominate in the secret communication systems of the military, naval, and dip-
lomatic services of practically all the large nations of the world. Nevertheless,
it is likely that within the next decade or two the pendulum may once more
swing over to the other position and cipher methods may again come to the fore?,
especially if mechanical and electrical cipher machines are perfected so that their
operation becomes practicable for general use. It is for this reason, if for no other,
that the cryptographer who desires to keep abreast of progress must devote con-
siderable attention to the more complicated cipher methods of the past and presen‘t
time, for with the introduction of mechanical and electrical devices the complexi-
ties and difficulties of these hand-operated methods may be eliminated.

In preparing this revision (1943) the author finds it necessary to say
that the forecast he made in 1935 in regard to the rebirth of cipher
methods has been fully justified by the present trend, which is in a
direction away from code and toward cipher methods, because of
important advances made in the field of mechanical and electrical
cryptographic devices and mechanisms. ol

f. It may be added, too, that modern electrical communication
methods and instrumentalities are finding an increasing necd. for
applications of cryptographic theory and practice to their efficacious
operation. For example, in very recent years there has developed a
distinet need for secure methods and means for distorting voice g
munications by telephone or radiophone, and for distorting 1.'11,051111110
transmissions by wire or radiotelegraphy. Teleprinter services per-
mitting direct eryptographic intercommunication by machines oper-
ated from a typewriter keyboard make it desirable to have means
whereby, although the keyboard is operated to correspond to plain-
text characters, the latter are instantaneously and automatically
enciphered in transmission and the received signals are instantane-
ously and automatically deciphered upon reception at the distant end.
Thus the printing mechanism at the receiving station records the
original plain-text characters set up on the keyboard at the sending
station but interception of the signals passing over the line or by
radio would yield only cipher text.

g. Tt is difficult to foresee the specific eryptographic methods
which might some day be useful in connection with developments of
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structed. TFor this purpose cross-section paper will be found useful.
The analysis of such a eryptogram is somewhat complicated by the
presence of columns having varying numbers of letters; it may be
further complicated by following complex routes in inscription. It is

ST/ D/ 5/ T/ T/ T/ 57 S
/B /R /0 /K /E/N/D/0 /W /N /S flh

PmeGme@elmmBmm3=15==5-10-11—6~12-13=L4 =4
HROWCLa N D Y &0 BT 8808

FIGURE 1

also possible to follow a numerical key in the inscription of the plain
text in horizontal lines; this additional procedure would further
complicate and delay solution.

5. Triangular designs.—a. The simplest way of drawing up &
triangle for cryptographing is to take cross-section paper, draw &

Square the side of which is equal 9
to the length agreed upon as ex-
pressed in the number of cells, and
then draw a diagonal cutting the
large square into two equal tri-
angles. This is shown in Figure
2, where the length agreed upon
18 nine, i. e., nine cells per side. N
. Theletters of the plain text are
Inscribed in accordance with any
Prearranged route, the one illus-
trated in Figure 3 being a simple
method wherein the letters are
Inscribed in horizontal lines in the
Normal manner, When so in-
scribed, the letters in the dia-
gram will form 2n—1 columns where # is the number of cells forming
one of the sides of the square from which the triangle has been
onstructed. The total number of letters that can be inscribed within
the triangle is the sum of n+(m—1)+(n—2)+ (n—38)+-. . ... +4-1.
For & triangle based upon a side of 9 cells, the sum is 9484746+
64+4434-241—45. The letters may then be transcribed to form the

Fiaure 2.
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cryptogram by following another route, or by following a derived
numerical key applied to the base of the triangle. A simple method of
deriving a key of 2n—1 elements from a key of n elements or letters
is exemplified herewith. Let the key be DIAGONALS, a word of
nine letters. Extend this key to 2n—1 places by repetition, and
then assign numerical values as usual:

n=9; 2n—1=17
1-2-3-4—5—6-7—8—09-10-11-12-13-14-15-16-17
Keyword: DL FAVIGE O NTARE R SR DS TR AS G QSN AT ]S

Numerical key: 5-9-1~7-15-13—2-11~17—6-10—3—8-16-14—4-12

This numerical key is the one that has been employed in enciphering
the message in Figure 3.

b E R Ty 0 TR 25 s T S [ S = T L P 2
Cryptogram:

RICRC OCSGE DOONI UAOOE
SEYID RTISS DTSNR AUNTN
PERTR

FIGURE 3.

b. By a slight change in procedure it is possible to enciph'er a mes-
sage and produce a text which, for the sake of accuracy in special
cases, is double the original length, but which is self-checking. Sup-
pose that instead of applying a single numerical key to the base of the
triangle, a double-length key is applied to the legs, as shown in
Figure 4. Here the key is TRIANGLES, extended to double length
by simple repetition, as follows:

1——2-3=4—5-6-T-8—9~10-11-12-13-14-15-16-17-18
Keyword: TESRATRASENSGRIIVEL 1S ST R ThevA sRNiERGEa LE BAS
Numerical key: 17-13-7-1~11-5-9-3-15-18-14—8—2-12—6-10—4-16
This key is applied to the legs of the triangle beginning at the lower
left-hand corner. The transcription then follows key-number order,
which results in doubling the length of the message but the repeated
letters are scattered throughout the whole message. In decrypto-
graphing such a message the clerk merely omits the second occurrence
of a letter if it agrees (in identity) with its first appearance in the text.
¢. Many variations in inscription and transcription can be em-
ployed in the case of triangles as well as trapezoids. Some of the
variations in the case of triangles are shown in Figure 5.
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8. Diagonal methods.—a. A method involving diagonal trapg.

UUSOC YNTSO REOYS ONRER
DRITI DTOGD RANEO RICSN
CTRNI GENNE ATCSR OSIIR
SIOET RTUAT POECO TNESS L
DPRCD AURSD N

TIGURE 4.

Army in the World War is now to be described. A numerical. key is
derived from 4 fairly long word or phrase, and a rectangle 1s con- 3
structed, as in Figure 6. The text is inscribed in this rectangle in

17-137 11l ma§ eGm 3151y B amRw ] Rm oL Oty 6
Inscription: Up left side, down right, alternately.

Transcription: (a) In rows from the base line, left to right and right to left,
alternately, upwards:

PISOS RNATU SIERS etc.
(b) In diagonals from right leg, in key-number order:
RIEDR OUAYN etoc.
(¢) In rows from left leg, in key-number order:
CTGEO YTCEU etc.
(d) From columns in key-number order:
CNROI TUGRU etec.

FIGURE 5.

normal fashion, nulls being employed, if necessary, to complete the
last line of the rectangle.

b. The correspondents agree beforehand upon several diagonals
which run from left to right, and from right to left and which inter-
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sect, thus cutting up the design quite thoroughly. In Figure 6 let
these selected diagonals be those indicated by the numbers from 1 to
6, inclusive, the odd ones indicating diagonals running from left to
right. In the transcription, the letters along the indicated diagonals
are first set down in groups of five, proceeding in key-number order.
Correspondents must also agree beforehand as to whether a letter
which lies at the intersection of two diagonals will be taken both times
it is encountered or taken only once and, if so, whether on its first or -
second appearance. After all these letters have been written down,
one then proceeds with the remaining letters in the usual columnar
manner, omitting the letters which have already been taken, or,
again, if specially agreed upon, repeating them every time they are
encountered. If the latter is done, the inclusion of such letters not,
only serves as a check upon accuracy but also materially increases the
difficulties of solution, since in this case these letters act like nulls,
The cryptographing process will become clear upon the study of the
example in Figure 6.
Message: ENEMY BATTERY LOCATED AT WOODS 1,000 YARDS
SOUTHEAST OF MUMMASBURG HEAVY ARTILLERY
STOP THEY ARE FIRING AT RATE OF THREE ROUNDS
PER MINUTE FOR THE BATTERY X WILLS, MAJ.
Keyphrase: MIDNIGHT RIDE OI' PAUL REVERE.
Enciphering diagram:
MEST D N T G H S T R S DR s () DA Sl e REE S VE R REE
15-11-2-16-12-9-10-R2-19-13-3-4-17-8-18-1-23-14-20~-5-24-6-21-7
T ERECC Cl 1 E D o 0

=
=

=l
=
.<
w

DISjo N ET H O U SN DY AR D] S SO [T HE
A st o Fu U M M[ASB[UR ¢H E |5 V[Y AR TI
L LER YS T 0|F] THE Y[ RE F I [RI NG |AT
R AT E OF T[f R EER 0U [ND s [P| E[R| M1 N|g|
T EF O RT|H E B ATT ER Y[X| W I LL [SjMm A

Cryptogram:

ADARR SESAR NUANX YAAPH HAURA UWYPW
RHEDO TETFS HETBE RTOIL TGIMO EITJO
YRURB TMSFT AHUTT NSLAE YEFYO RESTE
AESII EDLRT MNORE OLDYO ECAGR YTUMR
BDSVE LOHTN ATOMO ETEFS TANM

F1GURE 6.

7. Interrupted keyword transposition.—¢. This method of
transposition is a development of a more simple method wherein the
transposition follows a numerical key. The latter must first be
described. A keyword or keyphrase of fair length is selected and a
numerical key derived from it. Let this key be the phrase UNI-
FORMITY OF METHOD.

Keyphrase: LS N B 20 RN SRt T Ve = P MR T o H 05D
Numerical key: 17-10-6-3-11-14-8-7-15-18-12-4-9-2-16-5-13~1



s

10

The plain text is then written out in horizontal lines (':or.respondlllg
to the length of the key; then transposition is effected 'thlz,?n eqch ATN
according to the sequence of numbers applicable, as shown in Figure ¥,
Message: ADMINISTRATIVE ORDERS MUST BE COMPLETED ANY
READY TO ACCOMPANY FIELD ORDERS NOT LATER
THAN 5:00 P.M. THIS DATE.
Enciphering diagram:
17-10-6-3-11-14-8-7-15-18-12—-4-9-2-16-5-13-1

ASSDENSTRNENGESIT RUGALWT I VE 0 R D K
REFSENMAUSSSESTRBIER OO M P LOE- T E- DA
NISDSREFEFASEDRMW TR ORFAT O S CEONMP SAS N Y
HAS SR DI (ISREDINE SRS NEO ST, AT SE
RS TaHEARNERF S TEVSESIE S M T I HE T 5 D AT
E

Cryptogram:

EEIIR MTSVD NTDIR OAAAE UPEME BLSSM
DTCTR OYMEC ARTYO DACND OPNAE TLNAE
DROID STOEL FRTIA TDHVI HTNMA FESRP
E

FI1GuRe 7.

b. In the foregoing case the encipherment takes place only by
transposition within rows, but it is possible to complicate the method
by transposing, in addition, the rows as a whole, employing the same
key or only a portion of it, as much as is required. Thus, if the mes-
sage contained 18 rows of 18 letters each, then the transposition of
rows could be effected according to key-number order, the last T0W
being taken first (since the number 1 of the numerical key happens
in this case to be at the end of the numerical key), the 14th row being
taken second (since the number 2 of the numerical key is the 14th
number), and so on. Where the message does not contain as many
complete rows as there are numbers in the key, the transposition
takes place in key-number order nevertheless, the rows being taken
in the numerical order of the numbers present. Using the same key
and message as in the foregoing case, the encipherment would be as
shown in Figure 8.

Enciphering diagram:

17-10-6-3-11-14-8-7-15-18-12-4-9-2-16-5-13-1

17 ACS DS METN INSEISRESANMTET VB0 R D E
10: R SE MU S BB Ol 6 M PLE T E D A
6: N DRE A DYTO A CCOMPANY
¢ HT R K 0 4 ) URBEADSE SR SENT O LA TR
I R THAN FIVE P MTHTI SD AT
14;: E

Cryptogram:

ETLNA EDROI DSTOE LFRYM ECART YODAC
NDOPN AAEUP EMEBL SSMDT CTROT IATDH
VIHTN MAFES RPEEE IIRMT SVDNT DIROA
A

FIGURE 8,
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¢. From the preceding method it is but a step to the method of
interrupted key transposition now to be described. Instead of writing
the text in regular-length groups corresponding to the length of the
key, it is written out in irregular groups the lengths of which vary
according to some prearranged plan. For example, note the basis of
the variable grouping in the following diagram, which uses the same
message and key as under a above:

Enciphering diagram:
17-10—6—3-11-14—8—-7-15-18-12——4—9—2-16—5-13—1

A D METISNS T SRS RIESARE AT VA [ S O RED
RSN US SIS BRSO SO S M S PRSI T S F ) R
NS DESREES E S AN DA O S AN GRS C RO SIS RS EE AR N SV
HESTR E T DN O S REN) IS SRS SN () B R SR AT M)
RIS AT NS HESS TR VAN IR A ST LB T (S 1) S AR
E

17-10-—6-——3-11-14——8——7-15-18-12—4—9—2-16—5-13—1
AT DI M SRR N S T SR T TV O R Db

RSN S S I GBS T SIS HIRR R ()R 1V S Lo [

T B Dl e o wed Taies o ans SER RN RS S
NEFDEERESEE AR DR Ve T O ATR O GRS e
ORSMESEDEN AN Y S T S S D OSSR DK SR
SR N R O A A

IR TR AT S EI R R [

A NepaTmrlc sV BTN R I Syt iy &

MDA R TR SR DA SR T [ (TR O PR P

Cryptogram (columnar transposition in key-number sequence):

EEEDI UAEAT IIIPC OERRM MDRPO AFHTE
TIHTS BYFTP AVLRP DSEDM NLNTN SANEV
STMCD CDITD YREDR COEEO EARTN OSTAM
AOALL

FIGURE 9.

d. This method may be combined with that shown under b above,
thus further complicating the system. In decryptographing such a
message it is best to use cross-section paper, block out the cells to be
occupied by letters in the deciphering diagram, and indicate the key
numbers applicable to each line. This will facilitate the process mate-
rially and help eliminate errors.

e. Another method of interrupted transposition is that which
employs a rather long sequence of digits to control the interruption.
In order to avoid the necessity of carrying around such a written
sequence, it is possible to agree upon a number whose reciprocal when
converted by actual division into its equivalent decimal number will
give a long series of digits. For example, the reciprocal of 7, or 1/7,
yields a repeating sequence of siz digits: 142857142857 . . .; the
reciprocal of 49, 1/49, yields a repeating sequence of 42 digits, etc.

(*The four final letters LOEP are nulls, to complete the row.)
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Zeros, when they appear, are omitted from the sequence. Suppose the
number 19 is agreed upon, the reciprocal of which yields the sequence
(0)52631578947368421. On cross-section paper mark off sets of cells
corresponding in number to the successive digits. Thus:

5 2 6 3 1 5
SRR Tl [ XL DXL b el
Let the message be ATTACK HAS BEEN POSTPONED.
Encipherment:

5 2 6 3 i 5

[A[H|E[S[oIX|T|A]X|T|S|N|TIN[D[X|A|B|P[X|C|X|K|E|O|P|E|

Cryptogram:
AHESO TATSN TNDAB PCKEO PE

f. To decryptograph such a message, the cryptogram is written
down in a series of cross-section cells, which are then blocked off in
sets according to the numerical key:

5 2 6 3 1 b
|AIH[E[S]O[X]T[A[X]T[SN[T|N[D[X]A|B[P[X]C[X|X[E[0[P[E]

Taking the letters in consecutive order out of the successive sets, and
crossing them off the series at the same time as they are being written
down to construct the plain text, the message is found to begin with
the following two words:

5 9 6 g 5
IAIR[E[S]0 [XRTATXIRISINT[N[DXTATBIP[X[§ X K[E[0[P[E|

ATTACK HAS . ..

g. Preparatory to cryptographing, it is necessary to find the length
of the message to be enciphered and then to mark off as many cells as
will be required for encipherment. Nulls are used to fill in cells that
are not oceupied after enciphering the whole message. The secrecy of
the method depends, of course, upon the reciprocal selected, but there
is no reason why any fraction that will yield a long series of digits
cannot be employed. If the selection of key numbers were restricted
to reciprocals, the secrecy would be more limited in scope than is
actually necessitated by the method itself.

8. Permutation method.—a. An old method, known in litera-
ture as the aerial telegraphy method," forms the basis of this system.

1 So named because it was first devised and employed in messages transmitted
by a system of semaphore signaling in practical usage in Europe before the
electrical telegraph was invented.
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A set of permutations of 3 4, . .. 9 digits is agreed upon and
these permutations are listed in a definite series. As an example, let
these permutations be made of the digits 1 to 5, selecting only four
of the possible 120. Suppose those selected are the following, set
down in successive lines of the diagram in Figure 10a:

Permutation

53154 2 3 1 5 4

3951 4 3 2 5 1 4

153024 L et 5 3 2 4

431502 4 3 1l 5 2
F1GURE 10a.

The letters of the plain text, taken in sets of fives, are distributed
within the sections of the diagram in accordance with the permuta-
tions indicated above the sections and also at the left. Thus, the
first five letters of the text, supposing them to be the initial letters of
the word RECOMMENDATIONS, are inserted in the following

positions:

Permutation

23154

E C R M 0

The next five letters are inscribed in the second line of the diagram
in the sections indicated by the permutation above and at the left of

the line. Thus:

Permutation

2 S il 5 4
23154}3 (6 R M 0

3 2 5 1 4
32514N = Iy ™ 5

This process is continued for each line and for as many lines as there

are permutations indicated at the left. In the foregoing case, after

twenty letters have been inserted, one inserts a second set of five

letters again on the first line, placing the letters of this second set

immediately to the right of those of the first set, respectively in key-

number order. The succeeding lines are treated in similar fashion
H80405°—44——2
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until the whole message has been enciphered. The following examplg
will illustrate the process:
Message: RECOMMENDATIONS FOR LOCATIONS OF NEW
BALLOON POSITIONS MUST BE SUBMITTED
BEFORE 12TH AIRDROME COMPANY CHANGES

COMMAND POST TOMORROW.

Enciphering diagram:

Permutation
231654 % 3 il 5 4
EASEOM | CTIDMA | RCOTRM | MOIECD | OITBEN
3051 4 3 2 5 1 4
NOSRPS | ESNOMO | ANUTNT MNOFOE_ DFMEAT
15324 1 b 3 2 4
TESWYO | SLSTNR | OBBLHO | IWTECM | NAEFAR
43150 4 3 1 5 2
LNIRCB*| ROMISC*| FLUHGO | OPTDOD*| OOBAEW
* The letters B, C, and D are nulls, to complete the figure.
Fiaurg 10b.

The letters of the cipher text are taken from the diagram according
to any prearranged route, the most simple being to transcribe the
lines of letters in groups of fives, thus:

EASEO MCTID MARCO TRMMO IECDO ITBEN
NOSRP SESNO MOANU TNTMN OFOPD FMEAT
TESWY OSLST NROBB LHOIW TECMN AEFAR
LNIRC BROME SCFLU HGOOP TDODO OBAEW

b. The foregoing method when employed in its most simple form
does- not yield cryptograms of even a moderate degree of security;
but if the method of inscription and transcription is varied and made
more coml')lex, the degree of security may be increased quite notice-
ably. It is possible to use longer permutations, based on sets of 6,
7, 8, or 9 digits, but in every case the successive permutations must
be prearranged as regards both their exact composition and their
order or arrangement in the diagram,

9. Transposition method wusing special figures.—a. The
method now to 'be described is useful only in special cases where the
cor?espondence 1s restricted to brief communications between g very
lixmt"ed number of persons. It is necessary to agree in advance on
certain particulars, as will be seen. Let the message to be enciphered
be the following:

FOUR TRAN SPORTS WILL BE COMPLETED BY END
OF APRIL AND SIX MORE BY END OF JULY.
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Note the following figures and encipherment:

/,,o Vv /,, R P s ri 0
F s A 8 0 T WA , B ¢ X
BU N R 1 E P
E I D P A 1
I —17 D Y N—"f—0 A—}—R N Ss—f—X
E E 3 1 M
R E r Y
o—'——m r—j——w o—{—\r ot ] S

B U

Cryptogram:

b. It will be noted that it is essential to agree in advance not only
upon the nature of the figure but also upon the number of figures per

line.

¢. The next series is a modification of the preceding. The same
message will be employed, with a double-cross figure, five figures per

ORPSL OFUTA SOTWL BCMRN RIEPE BDPAT

LTDYN OARLN SXEEF IDMRE FYOEY NOJLB

DU

FiGurg 11,

line,
o U PO L 3B E T DO

F REES RIY BT E N F

N o TN P € E DR A
A R W S M 0 Y B R
AN B E rJg

T DIENS() BR0 U

M S D Y L
Rl N X Y

Cryptogram:

OUPOL BETDO FRSRL ELENF NTITP CEDIA
ARWSM OYBRP ANREF JLDOB OUMSD YLXIN
EY

FIGURE 12,
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d. Still another series may be formed, as follows:

F S I L N
P sl B S S o o o N e pe LI
A= U W—10 ¥—1—B T T R 3
R—i—2R §——R 0—rt—E B E P
q [ ¢ D A
L (o T
M——h D——r—R T
X N N B —t—J
1 D E B Yy ——U
) i1 L
Cryptogram:

FSLLN NOIPP LEEID AUWOM BYTRO RRSRO
EBEPF TTCDA LOOMA DRFXN NEJID EBYUS
YL

FiGure 13.

e. A figure of different form than the preceding forms the basis of -
the next type.

QRO B DERETN0 Y R WP N XL B

/7 REEBIEEEIEAN

FoPOBURE R0 SH T g4 X4 T L D8 Lok

¥~ +Rv0 P B-J T-X B-L

DA DR EDUE w1 T UL M N.X
Cryptogram:

OOEDR TOYRW PNNLE FPBEU RCBTS
MEAIL DSLTF NROPS BJIXE LOAOD
ADEFR IYULM NY

Fi1aurE 14,

J. From the foregoing examples, it is obvious that many other
figures may be used for effective transpositions of this kind, such as
stars of varying numbers of points, polygons of various symmetrical
shapes, etc. It is merely necessary to agree upon the figures, the
number of figures per line, the starting points of the inscription and
transcription processes.

g. The method lends itself readily to combination with simple

monoalphabetic substitution, yielding eryptograms of a rather high
degree of security.



17

Ssecrion III

POLYPHASE TRANSPOSITION SYSTEMS

Paragraph
Polyphase transposition methods in general- - - - - -« oo ooooioo . 10
True and false polyphase transpositions._ ... .. . . __________. 11
True double transpositionse  #2r o sl e e Ry 12

10. Polyphase transposition methods in general.—a. In
paragraph 32 of Special Text No. 165, brief mention was made of
transposition systems in which two or more processes of rearrange-
ment are involved. It was stated that only a very limited number
of such transposition methods are practicable for military use, but
that the degree of security afforded by them is considerably greater
than that afforded by certain much more complicated substitution
methods. The methods referred to are those which involve two or
more successive transpositions, and merely for purposes of brevity
in reference they will here be called polyphase transposition methods
to distinguish them from the single monophase methods thus far
described.

b. It is obvious that a polyphase transposition method may involve
2, 3, . . . successive transpositions of the letters of the plain
text. To describe these methods in general terms, one may indicate
that the letters resulting from a first transposition, designated as the
T-1 transposition, form the basis of a second, or T-2 transposition.
If the process is continued, there may be T-3, T-4 . . . trans-
positions, and each may involve the use of a geometric figure or
design. For convenience, the design involved in accomplishing the
T-1 transposition may be designated as the D-1 design; that involved
in accomplishing the T-2 transposition as the D-2 design, etc.
However, it may as well be stated at this point, that so far as military
cryptography is concerned, methods which involve more than D-2
and T-2 elements are entirely impractical and often those which
involve no more than D-2 and T-2 elements are also impracticable
for such use.

11. True and false polyphase transpositions.—a. It is pos-
sible to perform two or more transpositions with the letters of a text
and yet the final eryptogram will be no more difficult to solve than if
only a single transposition had been effected. The equivalent of thisin
the case of substitution ciphersis to encipher a monoalphabetic crypto-
gram by means of a second single alphabet; the final result is still a
monoalphabetic substitution cipher. Likewise, if a message has been
enciphered by a simple form of route transposition and a second and
similar or approximately similar form of simple route transposition
is again applied to the text of the first transposition, the final text is
still that of a monophase transposition cipher. Again, two transpo-
sitions may be accomplished without really affecting a most thorough
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scrambling of the letters composing the original text. Examples
will serve to clarify the difference between false and true polyphase
transposition.

b. Note the following simple columnar transposition cipher pre-
pared according to the method described in paragraph 26 of Special
Text No. 165:

Message: DELIVER ALL AMMUNITION TO 4TH DIVISION
DUMP

Keyword: SCHED E=§,_g_g_g_g_g_ré_§

Enciphering rectangle:
TR R e e S S |
DIE|L|[I|V|E|R|A
Linfalm|mlu|n|T
T|I|O[N|[T|O|F]|O D1
USSR INTSISHAIEDAN T |V || T
s|lt|o|N|D|u|M|P

Cryptogram (T-1):

ELIRI VMTDD IMNHN AIOIP LAOTO RNFVM
DLTUS EUOIU

FIGURE 15.

In producing the foregoing cryptogram only the columns were
transposed. Suppose that by prearrangement, using the keyword
BREAK (derived numerical key=2-5-3-1-4), the horizontal lines
Of the foregoing enciphering rectangle were also to be transposed.
For ex.ample,. let the horizontal lines of the rectangle D-1 be trans-
posed immediately before taking the letters out of the columns of the
design (in key-number order) to form the cipher text. Thus:

e I=1 5 &gis 278 46

2 DIENL T VIEEIR A USRS =TS RHS DA | ST SV T

5 L|L|alM|M|u|N|T pDlE|L|zI|V|E|R|A

slT|I|o|N|T|o|lF|o| [r|zlo|Nn|T|oO|F|oO

1|u|R|T|H|D|I| V|1 s|z|o(n|p|ulm|p

s|s|z|o|N|D|u|mlp Lic|alm|u|u|n|:z
D-1 D-2

Cryptogram (T-2):

REIIL DVTDM HINNM T
ST T AOPT TLOOA VRFMN

FIGURE 16.
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¢. The foregoing, however, is not a case of true polyphase or so-
called double transposition. The same final result may be accom-
plished in a way which will at first glance appear quite different but is
in reality one that accomplishes the same two operations by combin-
ing them in one operation. Let the message be inscribed as before,
but this time with both numerical keys applied to the top and side
of the rectangle. Then let another rectangle of the same dimensions,
but with numbers in straight sequence instead of key-number sequence,
be set alongside it. Thus:

7T e D R SR 9 MRk T AR i b Sl S
2|D|E|L|TI|V|E|R|A]| 1 |
5|L|L|A|M|{M|U|N|Z| 2
< 16 8 1 6 T 58
1o Rl RID TP 4
4|s|1|o|N|D|U|M|P| &

D=1 D=2

Fi1GURE 17.

Each letter in D-1 is now transferred to that cell in D-2 which is
indicated by the row and column indicators of the letter in D-1.
For example, the first letter, D, of D-1, has the indicators 2-7 and
it is placed in the 2-7 cell in D-2; the second letter of D-1, which is
E, is placed in the 2-1 cell of D-2, and so on. The final result is as
follows:

7OIS GRS OSSR g JERRO N IMEAR SO G 7RG
2D EN Lo T E(R|A 1/R|D|[H|I|T|V|U|I
S5|L|L|A|M|M|U([N|I 2|E|(V|I|A|[L|R|D|E
g SIS SIS0 S SNS| RIS SO 8| SIS RO ST BRI SN & EOR RO RES) RTS8 | RO
1 RUSIER S| ETARHS VDAL SV ST 4|I|D|N[P|O|M|S|U
4/ S|I|O(N|D|U|M|P 5|L{M|[M|I|A|N|L|U
D-1 D-2
Figure 18.

Tt will be seen that if the columns of D2 are now read downwards
in straight order from left to right the final cryptogram is identical
with that obtained under b above: REIIL DVTDM, etec.

d. The foregoing cipher, often called the Nihilist Cipher, is referred
to in some of the older literature as a double transposition cipher
because it involves a transposition of both columns and rows; and
indeed as described under b above it seems to involve a double process.
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It is, however, not an example of true double t.m.nsposmon. When
the mechanism of this cipher is compared w1'th thaf) now to be
described, the great difference in the cryptograpbic security of the two
methods will become apparent.

12. True double trzlx)lsposition.——ln the form of the false double
- transposition described above, it is only entire columns and. entire
rows that are transposed. The disurmngement.o'f the ]_et.ters is after
all not very thorough. In true double transposition this is no longer
the case, for here the letters of columns and rows become so th.or-
oughly rearranged that the final text presents a complete S(':mmblmg
almost as though the letters of the message had been tossed into a hat
and then drawn out at random.

Secrion IV
TRUE DOUBLE TRANSPOSITION
Paragraph
True double transposition of the columnar type - - - - - - - - - coceeeae 13
General remarks on true polyphase transposition . - - - - -oooooooooaoos 14

13. True double transposition of the columnar type.—a. Ifis
by what is apparently a simple modification of certain of the co-
lumnar methods already described that an exceedingly good true
double transposition can be effected. Let & numerical key be derived
from g keyword in the usual manner and let the message be written )
out under thig key to form a rectangle in the usual manner for colum-
nar transposition, The length of the message itself determines tl}e
exact dimensions of the rectangle thus formed, and whether or not 1t
18 completely or incompletely filled.

b. In its most effective Jorm the double transposition is based upon
an incompletely filled rectangle; that is, one in which one or more cells
1n the last line remain unfilled. An example of the method now follows.

Let the keyword be INTERN ATIONAL; the message to be enciph-
ered, as follows:

OUR ATTACK SLOWING UP IN FRONT OF HILL 1000
YARDS SOUTHEAST OF GOLDENVILLE STOP RE-
QUEST PROMPT REENFORCEMENT.

Keyword: INTERNATTIONAL
Derived numerical key: 4—7-12-3-1 1-8-1-13-5~10-9-2-6

The first, or D-1, rectangle is inscribed in the usual manner of simple
numerical key columnar transposition. It is shown as D-1 in the
accompanying figure. The letters of the T-1 transposition are then
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Vs 3 [t O, | - i R S TR PR, Lty
U|R|A|T|T|A|C|K|[S|L]O

M e s BB s = I8 0 B (B - o
Hl H|lO|lo| &| o
Hl O H|lcCc|lo| =
2 SR SR S e e
b I = N I~ I o 7 B B B I

(<> BT B B — U] 0 s 5 OO« s 8 e = 1 B )
oo U R U B e M s =S ey L o]
alv|lr|lun|lolH]|a
HloH| 3| a
=lolun|lo|l=|]|w
m|l=|lalm|w|o|H
HlAalvloln|m|=

4—7—12-3—11-8—1—13-5~- 10 -9—2—6
A BN NS DatsC e Ozl BUleN d=08 ST 21t U | Dt N
U|N

D-2

FIGURE 198,

inscribed in the second, or D-2, rectangle in the normal manner of
writing, that is, from left to right and from the top downwards. Th.ls
is shown in D-2 of Figure 19a for the first two columns of D-1 (in
numerical key order) after transfer of their letters into D-2. The
letters of the remaining columns of D-1 are transferred in the same

manner into D-2, yielding the following rectangle:
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4-—-7—-12-3—11-8—1—13-5-10 - 9—2—6

ARIRNEENEEDIN REEEORERN ENE [0 (FTE | US S TE SN
USENSIFAS UM E LY T | E {R|E | O [ I |E
AIE[I|S|[O(K|R|[T|S|L|R|R|[W
O(S|H|V|E|F|U|N|H|N|A|L|T
RIS SRS RS B T | M E | L [ N|O |0
~_E— Q|E|S|{O|H|O|D|E|E|T|P|L
AJOISIO0OIMIR|{G|Z|D|S|L|P|C
5 50 0 b o A ST 65 - I O e
FIGURE 19b.

For the T-2 text the letters are transcribed from the D-2 re@angle,
reading down the columns in key-number order, and grouping the
letters in fives. The cryptogram is as follows:

PTRUT OGTTI RLOPP DUSVO SOSAU AOREA
CORSH EEDNF WTULC NNEST QOFOY KFFHR
PUORA NTLTE LNLES GLOER OMONA IHIES
ENETN MDIT

¢. In paragraph 28 of Special Text No. 165 a variation of the simple
columnar key method of transposition was described. 1f the process
therein indicated is repeated, double transposition is effected. The
following example will serve to illustrate the method, using the same

message and key as were used in the paragraph to which reference
was made:

Message: REQUEST IMMEDIATE REENFORCEMENTS

Keyword: PRODUCT
Derived numerical key: 4-5-3-2-7-1-6

Encipherment;:

4-5-3-2-T-1-6 4-5-3-27=1-6 4-5-3-2-T=1-6
Textt REQUEST IMMEDIA TEREENTF
T-1: SINEUEE EQMRCRI TOTEMER
T-22 EREEERE HWENSMETEASSSE SN SR I QU0NT
4-5-3-2-7-1-6 4-5
ORCEMEN T8
STAFNED EM
MEIRDUC MN
Cryptogram:

EREEE REFNM TASET SEIQO TMEIR
DUCMN
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d. In some respects this modified method is simpler for the novice to
perform correctly than is that employing rectangles. Experience has
shown that many inexpert cryptographic clerks fail to perform the two
transpositions correctly when D-1 and D-2 rectangles are employed
in the work.

14. General remarks on true polyphase transposition.—a.
The cryptographic security of the true double transposition method
deserves discussion. Careful study of a cryptogram enciphered by the
double transposition method set forth in paragraph 13b and ¢ will
convince the student that an extremely thorough secrambling of the
letters is indeed brought about by the method. Basically, its principle
is the splitting up of the adjacent or successive letters constituting
the plain text by fwo sets of ““cuts’’, the second of which is in a direc-
tion that is perpendicular to the first, with the individual “cuts’’ of
both sets arranged in a variable and irregular order. 16 is well adapted
for a regular and voluminous exchange of eryptograms between corre-
spondents, because even if many messages in the same key are inter-
cepted, so long as no two messages are identical in length, they can only
be cryptoanalyzed after considerable effort.

b. Triple and quadruple transpositions of the same nature are
possible but not practical for serious usage. Theoretically, a continu-
ation or repetition of the transposition process will ultimately bring
about a condition wherein the D-n rectangle is identical with the
D-1 rectangle; in other words, after a certain number of trans-
positions the rectangle produced by a repetition of the crypto-
graphing process results finally in decryptographing the message.
Exactly how many repetitive transpositions intervene in such cases is
extremely variable and depends upon factors lying outside the scope
of this text.

¢. In the example of cryptographing given in paragraph 13b, the
D-1 and D-2 rectangles are identical in dimensions, and identical
numerical keys are applied to effect the T-1 and T-2 transpositions.
It is obvious, however, that is it not necessary to maintain these
identities; D-1 and D-2 rectangles of different dimensions may
readily be employed, and even if it is agreed to have the dimensions
identical, the numerical keys for the two transpositions may be differ-
ent. Furthermore, it is possible to add other variable elements. (1)
The direction or manner of inscribing the letters in the D1 rectangle
may be varied; (2) the direction of reading off or taking the letters out
of the D-1 rectangle in effecting the T-1 transposition, that is, in
transferring them into the D-2 rectangle, may be varied; (3) the
direction of inscribing these letters in the D-2 rectangle may be
varied; (4) the direction of reading off or taking the letters out of the
D-2 rectangle in effecting the T-2 transposition may be varied.
Finally, one or more nulls may be inscribed at the end of either the
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D-1 or the D-2 rectangle (but not both) in order that the tota]

I
4

number of letters involved in the two transpositions be different, g 4
factor which still further increases the degree of eryptographiy

security.
d. The solution of cryptograms enciphered upon the double trans.

position principle is often made possible by the presence of certain

plain-text combinations, such as QU and CH (in German). For thig
reason, careful cryptographers substitute a single letter for suck
combinations, as decided upon by preagreement. For example, in
one case the letter Q was invariably used as a substitute for thg
compound CH, with good effect.

Secrion V
GRILLES AND OTHER TYPES OF MATRICES e
aragra)
Types of cryptographic grilles._ ... . ... __.__ : IRREARIS .
Simple grilles ... ___ A T e T B LR oo mrrasod G 16
O T O e Vo 1 h ) S it 4 st m i i St AR 12
Grilles of other geometric fOrmS_ _ - - - - - - oo ig

Polyphase transposition by grilles - -~ o
Increasing the security of revolving grilles_ ... S
Construetion of mewolvingterillegs WISt s BTl L G S SR e DS
Nonperforated EriliogIrme sy o ANn Vi i 0y e el L o LI S
Rectangular or “post card” gilleat el 00 o8 SHL L s dp s s LUyt
Indefinite or continuous grilles. - - - - - - e 24
15. Types of cryptographic grilles.—Broadly §peaking,. cryp.to-
graphic grilles ! are sheets of paper, cardboard, or thin metal in Wh}ch
Perforations have been made for the uncovering of spaces in wfhlch
letters (or groups of letters, syllables, entire words). may b(? written
on another sheet of paper upon which the grille is supem.nposed.
his latter sheet, usually made also of cross-section paper, will he're-
after be designated for purposes of brevity in reference as the grille
grid, or grid, Tts external dimensions are the same as those of the
grille. Grilles are of several types depending upon their construe-
tion and manner of employment. They will be treated here under
th.e titles of (1) simple grilles, (2) revolving grilles, (3) nonperforated
grilles, and (4) “post card”” grilles.
8. Simple grilles.—a. These consist usually of a square in which
oles or apertures have been cut in prearranged positions. When
the grille i superimposed upon the grid, these apertures disclose cells
on the grid, in which cells letters, groups of letters, syllables, or entire
Words may he inscribed. An example is shown in Figure 20. The
four sideg of the obverse surface of the grille are designated by the
figures 1, 2, 3, 4; the four sides of the reverse surface, by the figures
oTT—

1 . . . .

Also often called “stencils.” The general term matriz (plural, matrices) is

Very usefy] in referring to a geometric figure or diagram used for transposition
PUrposes. Qther terms in common use are cage, frame, boz, ete.
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5,6, 7, 8. These figures are employed to indicate the position of the
grille upon the grid in encipherment.

b. (1) In cryptographing a message the grille is placed upon the
grid, in one of the eight possible positions: Obverse surface up, with

1

LMY
GUUAIHY Y
UMY
7
7

) o7
0 2 Y
000 )
) | Wizea,
N7 %7/ W
(5) ~
N

w2,/ /7%
W24 7%
Y/ MAY %

FIGURE 20.

figure 1, 2, 3, or 4 at the top left; or reverse surface up, with figure 5,
6, 7, or 8 at the top left. The letters of the plain text are then
inseribed in the cells disclosed by the apertures, following any pre-
arranged route. In Figure 21, the normal manner of writing, from
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left to right, and from the top downwards, has been followed if the
inscription, the message being ALL DESTROYERS OUTSIDE,

(5)
%%//V/

\

(8) ¥

NN
N
o \\Y >
NN
N
N
=
NN
AN

N
N
N
N
Sh

NG
NN
N
N
\\‘ -
) \\\
N
N
NI

NN
N

N
N
N
N\
N
N
N

S

MNN

\
N

=
N\

9] m§so—a

2

2(6
3 [
N

Fi1GUuRre 21.

(2) The transcription process now follows. The cipher text is
written down, the letters being taken by following any prearranged
route, which must be perpendicular to the route of inscription, other-
wise the letters will follow in plain-text order. In the following, the

route is by columns from left to right.

Cryptogram:
LRTAD TSSER YOIDS ELOEU

(3) If the number of letters of the plain-text message exceeds the
number of cells disclosed by one placement of the grille, the letters
given by this placement are written down (in cryptographic order),
and then the grille is placed in the next position on a fresh grid; the
process is continued in this manner until the entire message has been
cryptographed. The several sections of the cipher letters resulting
from the placements of the grille on successive grids merely follow
feaqh other in the final cryptogram. In this manner of employment
1618 only necessary for the correspondents to agree upon the initial
position of the grille and its successive positions or placements.

¢. It is obvious that by the use of a simple grille the letters of a
message to be cryptographed may be distributed within an enveloping
message consisting mostly of “dummy ”’ text, inserted for purposes of
enabling the message to escape suppression in censorship. For
ixan&ple, suppose the grille shown in Figure 20 is employed in position

and the message to be conveyed is ALL, DESTROYERS OUTSIDE.
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The letters of this message are inscribed in their proper places on the
grid, exactly as shown in Figure 21. An “open” or disguising text
is now to be composed; the latter serving as an envelope or “cover”
for the letters of the secret text, which remain in the positions in
which they fall on the grid. The open or disguising text, in other
words, is built around or superimposed on the secret text. Note how
this is done in Figure 22, with an apparently innocent message
reading:

I HAVE WORKED VERY WELL ALL DAY, TRYING TO
GET EVERYTHING STRAIGHTENED UP BEFORE GOING
ON MY NEXT TRIP SOUTH, BUT INSIDE TEN DAYS ...

1 (5)
I|HI/A|V|E|W|[O|R|K|E|x
p|v|E|R|Y|w|E|L|L|A|Z
910 4 0 o o i
clr|olc|e|T|E|Vv|E|R
Y Ha i N @S LT L RAA
I[GIH|T|E[N|E|D[UIP
B|E|F|O|R|E|[G|O|I|N
Glo|N|m|y|n[E|X|T|T
o/ R|I|P|S|O|U|T|H|B|U
~t|r|w|s|t|p|lE|T|E|N
o] (2) &

d. The foregoing method naturally requires the tmnsmis_sion of
considerably more text than is actually necessary for conveying the
message intended. Where questions of censorship are not involved,
the method is therefore impractical. A modification of the omethod
suggests itself in the use of a transparent sheet of paper superm}posed
upon a square or other figure in which the individual cells are irregu-
larly numbered and the inscription process follows the sequence of
numbers. An example is shown in Figure 23, using the message
ROCK CREEK BRIDGE WILL BE DESTROYED WHEN
TAIL HAS CROSSED.
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16| 3|25]21|39[44| 7]15] |[w|c|r[E[H]|0[E]E
6|37|20]|41| 1[11]45]31| |R|I|E|S|R|R|S|W
23|18(43|10(24|20(28[14| |[E|L|R|B|S|B|Y|G
34|12 8|42|as| 4|33|38| |[N|I|E|c|D|K|E|L
2|35|4a7|30| 5(46|26|27] |o|T|E|D|C|S|R|I
27|19(13 |32 |22|40|36| 9| |o|L|D|H|D|A|A|K
a b
FIGURE 23.

The transcription may now follow any prearranged route. The
normal method of reading would produce the cryptogram beginning
WCTEH OEERI, ete. It is obvious that the correspondents must
possess designs with identically numbered cells.!

17. Revolving grilles.—a. In this type of grille (see fig. 24a)
the apertures are also formed by perforating a sheet of cross-section
paper according to prearrangement, but these apertures are so dis-
tributed that when the grille is turned four timessuccessively through
angles of 90° and set in four grille positions on the grid, all the cells on
the grid are disclosed in turn. (The preparation of such grilles will
be discussed in par. 21.) If letters are inserted in the cells so disclosed,
then after a complete revolution of the grille every one of the cells of
the grid will contain a letter and thus the grid will be completely
filled. For this reason such a grille is also called a self-filling, or an
automatic-completion grille. The secrecy of messages enciphered by
its means is dependent upon the distribution or position of the aper-
tures, the sequence of grille positions on the grid (i. e., whether in tl.le
order 1, 2, 3, 4 clockwise; or 1, 3, 4, 2 etc.), and the route followed in
inscribing and transcribing the letters in the cells of the grid. For each
position of the grille, one-fourth the total number of letters of the
text is inseribed ; hence it is convenient to refer to “sections” of the
text, it being understood that each section consists of one-fourth the
total number of letters.

b. There are two possible procedures so far as the inscription-tran-
seription sequence is concerned. (1) The letters of the plain text may
be inscribed in the cells of the grid through the apertures disclosed by
the grille and then, when the grid has been completely filled, the
grille removed, and the letters transeribed from the grid according to &
prearranged route; or, (2) the letters of the plain text may first be
inscribed in the cells of the grid according to a prearranged route and
then the grille applied to the completely-filled grid to give the sequence

1 The system employed by the French Army in 1886 was of the nature here
described.
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of letters forming the cipher text of the transcription process. The
first method will be described in ¢ below; the second in e below.

¢. Taking the simplest manner of inscribing the letters, that is,
from left to right and from the top downwards, the letters of the first
section of the text are inscribed in the cells disclosed by the apertures,
the grille being in the first position. This is shown in Figure 24b.
The grille is then given % turn clockwise, bringing Figure 2 to the top
left. If the grille has been correctly prepared, none of the cells dis-
closed in the second grille position on the grid will be occupied by a
letter. The letters of the second section are then inscribed, this being
shown in Figure 24¢. In Figure 24d and e, the results of inseribing the
third and fourth sections, respectively, are shown. The letters of the
cryptogram are then taken out of the completed grid by following any
prearranged route of transeription. The eryptogram below has been
transcribed by following down the columns in sucecession from left
to right.

d. To decryptograph such a message, the cipher letters are inscribed
columnwise in a grid 10 by 10 (i. e., one composed of 100 cells, 10 per
side) and then the grille applied to the square in four consecutive
positions corresponding to those used in cryptographing. The letters
disclosed by each placement of the grille are written down as they
appear, section after section. :

¢. The second manner of employing a revolving grille is merely the
reciprocal of the first. The procedure followed in the first method to
decryptograph a message is followed in the second method to ¢rypto-
graph a message; and the procedure followed in the first method to
cryptograph. is followed in the second method to decryptogr:ﬁmp!l.

18. Grilles of other geometric forms.—Grilles are not limited to
square-shaped figures. They may be equilateral triangles, pentagons,
hexagons, and so on. Any figure which can be pivoted upon a cen.tral
point and which when revolved upon this pivot can be p!aced in a
succession of homologous positions over a grid correqundmg to the
grille will serve equally well. A triangle affords three grille positions,
a pentagon, five, and so on. /

19. Polyphase transposition by grilles.—One grﬂle. may be
employed to inscribe the letters of the message on the grid, and a
second, and different, grille employed to transcribe them frqm the
grid to form the final text of the cryptogram. This unld constitute a
real double transposition method of great comp}emty. Polyphase
transposition by a series of grilles is of course possible.

20. Increasing the security of revolving grilles.—a. The total
number of letters which a grille will exactly encipher is termed its
capacity. If the number of letters of a message is always equal to
the total capacity of the grille, this information is of great aid in
solution by the enemy. For example, a message of 64 letters indi-
cates a grille 8 by 8 with 16 apertures; one of 144 letters, a grille 12

589405°—44——3
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by 12 with 36 apertures, and so on. There are, however f
employing a grille so that it will serve to eilcipl‘lzze;;::;;;dxﬂ
lengths of which are greater or less than the capacity of the grille.

b. When the total number of letters is less than the capacity of
the grille, no modification in method of use is Necessary. Encipher-
ment of such a message comes to a close When the last plain-text
letter has been inseribed. In decryptographing such g message, the
recipient must strike out, on the grid upon which he is to insecribe
the cipher text, a number of cells corresponding to the difference
between the number of letters of the text as received and the total
capacity of the grille. The location of the cells to bhe thus eliminated
must be prearranged, and it is best usually to strike them off from
the final positions of the grid.

15 |29 1(30 (19 (33 | &
42 | 2 | 16|43 |46 | 6 | 20

//7 % 17 |44 Sl a7 2y
/A Vi 22 4 | 45

7 |35 | 8

////, / /] 25 |38 JI39 51822
/ 7 % | 9
/ % 50 (12 | 26|51 |48 |10 |23
¥ 27 |52 | 40|28 |24 |49 |37

13 |4 | u 0

b

F1GuRrEe 25.

¢. When the total number of letters is equal to or greater than the
capacity of the grille, a grid of greater capacity than that of the grille
can be prepared, on which the grille may be positioned several times,
thus forming a large or composite grid composed by the juxtaposition
of the several small grids. If there are a few cells in excess of the
actual number required, these may be struck off from the large grid
at prearranged points, for example, from the last column and row,
as shown in Figure 25b. The grille is then placed in its first position
in turn on each of the component grids, then in its second position,
and so on. An example will serve to illustrate. A message of fifty=
two letters is to be enciphered with the grille shown in Figure 25a,
the capacity of which is sixteen letters. The number of letters of the
message being greater than three times sixteen, the composite grid
must be composed of four small grids containing a total of sixty-four
cells. Therefore, twelve of these cells must be eliminated. These
are shown in Figure 25b, together with the number indicating the
positions occupied by the letters of the text.
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1. Comstruction of revolving grilles.—a. There are several
ways of preparing revolving grilles, of which the one described below
is the most simple. All methods make use of cross-section paper.

b. Suppose a revolving grille with a capacity of 100 letters is to be
constructed. The cells of a sheet of cross-section paper 10 by 10 are
numbered consecutively in bands from the outside to the center, in
the manner shown in Figure 26a. It will be noted that in each band,
if » is the number of cells forming one side of the band, the highest
number assigned to the cells in each band is n—1.

¢. It will be noted that in each band there is a quadruplication of
each digit; the figure 1 appears four times, the figure 2 appears four
times, and so on. From each receding band there is to be cut out
(n-1) cells: from the outermost band, therefore, nine cells are to be
cut out; from the next band, seven; from the next, five; from the
next, three; and from the last, one cell. In determining specifically
what cells are to be cut out in each band, the only rules to be observed
are these: (1) One and only one cell bearing the figure 1 is to be cut
out, one and only one cell bearing the figure 2 is to be cut out, and
so on; (2) as random a selection as possible is to be made among the
cells available for selection for perforation. In Figure 26b is shown
a sample grille prepared in this way.

d. If the side of the grille is composed of an odd number of cells,
the innermost band will consist of but one cell. In such case this
central cell must not be perforated.

e. It is obvious that millions of differently perforated grilles may
be constructed. Grilles of fixed external dimensions may be desig-
nated by indicators, as was done by the German Army in 1915 when
this system was employed. For example, the FRITZ grille might
indicate a 10 by 10 grille, serving to encipher messages of about 1'00
letters; the ALBERT grille might indicate a 12 by 12 grille, serving
to encipher messages of about 144 letters, and so on. Thus, with a
set of grilles of various dimensions, all constructed by a cen'tral
headquarters and distributed to lower units, systematic use of grilles
for messages of varying lengths can be afforded. ‘

f. A system for designating the positions of the perforated cells of
a grillo may be established between correspondents, S0 th.at ?he
necessity for physical transmission of grilles for intercommunication
is eliminated. An example of a possible system is that wlu.ch is based
upon the coordinate method of indicating the perforations. The
columns from left to right and the rows from bottom to top are
designated by the letters A, B, C, . . . Thus, the grille shown in
Figure 26b would have the following formula:

ADG; BBEH; CDJ; DEG; EACH; FFI; GE; HBDHJ; IDG;
JABFI.
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g. Given the formula, the eight corners of the grillo can be Jabeled
in various ways by prearrangement; but the simplest method i
that shown in connection with Figure 26b. Then the initial positior
of the grille can be indicated by the number whijcp appears at the
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upper left-hand corner when the grille is placed on the grid, ready for
use. Thus, position 1 indicates that the grille is in position with the
figure 1 at the upper left-hand corner; position 3, with the figure 3
at the upper left-hand corner, ete.
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h. The direction of revolving the grille can be clockwise or counter-
clockwise, so that correspondents must make arrangements before-
hand as to which direction is to be followed.

1. Revolving grilles can be constructed so that they have two
operating faces, an obverse and a reverse face. They may be termed
f‘evolving-reversible grilles. The principles of their construction merely
involve a modification of those described in connection with ordinary
revolving grilles. A revolving-reversible grille will have eight possible
placement indicators; usually positions 1 and 5, 2 and 6, etc., cor-
respond in this obverse-reverse relationship, as shown in Figure 20.

J. The principles of construction described above apply also to
grilles of other shapes, such as triangles, pentagons, etc.

22. Nonperforated grilles.—a. All the effects of a grille with
actual perforations may be obtained by the modified use of a nonper-
forated grille. Let the cells that would normally be cut out in a grille
be indicated merely by crosses thereon, and then on a sheet of cross-
section paper let the distribution of letters resulting from each place-
ment, of the grille on a grid be indicated by inserting crosses in the
appropriate cells, as shown in Figure 27.

Grille Grille Position

S W

FIGURE 27a. FI1GURE 27b.

b. Note should be made of the fact that in Figure 27b the distribu-
tion of crosses shown in the third row of eells is the reverse of that
Shown in the first; the distribution shown in the fourth row is the
reverso of that shown in the second. This rule is applicable to all
Tevolving grilles and is of importance in solution.

c. Tf the letters of the text are now inscribed (normal manner of
Writing) in the cells not eliminated by crosses, and the letters trans-
seribed from coluwmns to form the eryptogram, the results are the same
as though a perforated grille had been employed. Thus:

W A R D

R X|E p XIX| T
o [X|D AX Y

EWCRAEOLDARDDATI

Cryptogram:
EWCRA EOLDA RDDAT Y

FIGURE 27¢C.
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d. Tt is obvious that a numerical key may be applied to effect &
columnar transposition in the foregoing method, giving additional
security.

¢. The method is applicable to grilles of other shapes, such as tri=
angles, pentagons, hexagons, octagons, ete.

f. In Figure 27c it is noted that there are many cells that might be
oceupied by letters but are not. It is obvious that these may be filled
with nulls so that the grid is completely filled with letters, Long

1 (3)
1(33)
=]

2(24 (¥9)ee
% 3(35
4(26) 2’;)7.;]
gg%:;.l 5(37)
6(38) (0)82
65)42 7(39)
8(40 (89)%
(9g)ve 10(42
11.(43) (s)ee
822 12(44
13(45) (g9)®=
14(46, (29)0e
(19)6T 15(47
(0s)81 16(48)
CAIAS
&Y { 2
FIGURE 28,

messages may be enciphered by the superposition of several diagrams
of the same dimensions as Figure 27c.

23. Rectangular or ‘“‘post card’’ grilles.—a. The grille shown in
Figure 28 differs from the ordinary revolving grille in that (1) the
apertures are rectangular in shape, and are greater in width, thus
permitting of inscribing several letters in the cells disclosed on the
grid by each perforation of the grille; and (2) the grille itself admits
of but two positions with its obverse side up and two with its reverse
side up. In Figure 28 the apertures are numbered in succession from
top to bottom in four series, each applying to one position of the



35

grille; the numbers in parentheses apply to the apertures when the
grille is reversed ; the numbers at the corners apply to the four posi-
tions in which the grille may be placed upon the grid.

b. One of the ways in which such a grille may be used is to write
the first letter of the text at the extreme left of the cell disclosed by
aperture 1, the second letter, at the extreme left of the cell disclosed
by aperture 2, and so on. The grille is retained in the same position
and the 17th letter is written immediately to the right of the 1st,
the 18th immediately to the right of the 2d, and so on. Depending
upon the width of the aperture, and thus of the cells disclosed on the
grid, 2, 3,4 . . . letters may be inserted in these cells. When all the
cells have been filled, the grille may then be placed in the second
position, then the third, and finally, the fourth.

¢. Another way in which the grille may be used is to change the
position of the grille after the 16th letter has been inserted, then
after the 32d, 48th and 64th; the 65th letter is then inserted to the
right of the 1st, the 81st, to the right of the 17th, and so on until the
grid is completed.

d. Whole words may, of course, be inserted in the cells disclosed by
the apertures, instead of individual letters, but the security of the
latter method is much lower than that of the former.

e. The text of the grid may be transcribed (to form the eryptogram)
by following any prearranged route.

/. The successive positions of a post card grille may be prearranged.
The order 1, 2, 3, 4 is but one of 24 different sequences in which it may
be superimposed upon the grid.

g. A modification of the principles set forth in paragraph 21, dealing
with the construction of revolving grilles, is applied in the construc-
tion of rectangular or “post card” grilles, Note the manner in which
the cells in Figure 29a are assigned numbers; homologous cells in each
band receive the same number. In Figure 29a there are three bands,
numbered from 1 to 8, 9 to 16, and 17 to 24. Then in each band one
and only one cell of the same numbered set of four cells is cut out.
For example, if cell 1a is selected for perforation from band 1 (as
indicated by the check mark in that cell), then a cross is written in
the other three homologous cells, 1b, ¢, and d, to indicate that they
are not available for selection for perforation. Then a cell bearing
the number 2 in band 1 is selected, for example, 2¢, and at once 2a,
b, and d are crossed off as being ineligible for selection, and so on.
In Figure 29¢ is shown a grille as finally prepared, the nonshaded cells
representing apertures.
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h. The grille, Figure 29¢,is a ““six-column ”’ one, that, i8, the ¢ s
six columns. It is obvious that grilles with any eyey nu;lb oﬁ
columns of cells are possible. The number of apertureg in each 10;1' d
should be equal and this number multiplied by the NMumbey of ba::ﬁ
and then by 4 should equal the capacity of the grille, T, the cased

Band 1
Band 2
nd 3

la | 9a | 17a| 17c] 9af lo
2a 110a | 18a] 18c| 10c| 2¢
| 3a_[11a | 19a] 19¢] 11ec| 3¢
4a_|12a | 20a| 20c]| 12c| 4e
5a |13a | 2lal 2lel| 13¢c| 5¢
6a [14a | 22a]| 22¢| 1ic| 6c
Ta [15a | 23a| 23c] 15¢| 7c
8a [16a | 24a| 24c| 16c| 8c
8d [16d | 24d| 24b| 16b[ 8b
7d |15d | 23d| 23b| 15b] 7b
6d |1d | 22d| 22b| 14b| 6b
5d_|13d | 21d| p1p| 13n] 5b
4d |12d | 20d| 20b| 12h| 4b
3d _|11d | 19d] 19b) 11b| _3b
2d |10d | 18d) 18b] 10b] 2b
1d | 9d | 17d] 17b| 9b| 1b

a
T 5 A7 7 7
— LIS AN T
A7
A
v 7
7N %
VA
77 4
74/ . I,
7 77
7 w
7 777
V7 %
7/ -
7 77277
b ¢
Fiaure 29.

the one shown in Figure 29¢ the capacity is 8 by 3 by 4 or 96 cells,
this is the same as is obtained merely by multiplying the height (in
'cells) by the number of columns, 16X6=96. If four letters are
mscribed in each rectangle, the capacity of the grille in terms of
letters is 884, The grid in this case would, after completion, present
24 (}olumns of letters, to which a numerical key for a second trans
Position can be applied in transcription to produce the final text of
the cryptogram.
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24. Indefinite or continuous grilles.—a. In his Manual of
Cryptography, Sacco illustrates a type of grille which he has devised
and which has elements of practical importance. An example of
such a grille is shown in Figure 29a. This grille contains 20
columns of cells, and each column contains 5 apertures distributed
at random in the column. There are therefore 100 apertures in all,
and this is the maximum number of letters which may be enciphered
n one position of the grille. The plain text is inscribed vertically,
from left to right, using only as many columns as may be necessary
to inscribe the complete message. A 25-letter message would require
but 5 columns. To form the cryptogram the letters are transcribed
horizontally from the rows, taking the letters from left to right as they
appear in the apertures. If the total number of letters is not a
multiple of 5, sufficient nulls are added to make it so. In decrypto-
graphing, the total number of letters is divided by 5, this giving the
number of columns employed. The cipher text is inscribed from left
to right and top downwards in the apertures in the rows of the indi-
cated number of columns and the plain text then reappears in the
apertures in the columns, reading downward and from left to right.
(It is, of course, not essential that nulls be added in the encipherment
to make the length of the cryptogram an exact multiple of 5, for the
matter can readily be handled even if this is not done. In decipher-
ment the total number of letters divided by 5 will give the number of
complete columns; the remainder left over from the division will give
the number of cells oceupied by letters in the last column on the right.)

G Al
1.42}4-7/7"1%.%/%
ik
7 /ﬂW// .
ek
/A Vi /4
A YAy

7 -
7"w«im-"

m%%% r//ﬁ%ﬁg%ﬂ i AIV// -
VLT Wy .

5%”%

-m%W- i

FIGURE 20a,

A 7/ /

b. Such a grille can assume 4 positions, two obverse and two reverse.
Arrangements must be made in advance as to the sequence in which
the various positions will be employed. That is why the grille shown
In Figure 29¢ has the position-designating letter “A” in the upper
left-hand corner and the letter “B” (upside down) in the lower right-
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hand corner. On the obverse side of the grille would be the position~

designating letters “C” and “D.”
¢. In Figure 295 is shown how a message is on(‘lphorcd

Message:
AM RECEIVING HEAVY MACHINE GUN FIRE FROM HILL SIX TWO ZERO.

9 |10]11)1"

18
1

5[0 |A

=
aQ

I C
CIN|V|H I]2
FIGURE 20b,

Cryptogram:
EGIIX FNNEA YTHFL RIRMO IOLWE MERVA ERMAH EGSOA ICUEC NVHIZ

(The letters I and A in the 10th column are nulls, Columns 11 to 20 are not
used at all, the irregular right-hand edge of the grille merely indicating that this

portion of the grille remains vacant.)
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Secrion VI
MISCELLANEOUS TRANSPOSITION SYSTEMS
Paragraph
@ornplexiroutertranspoRition St e R S 4, Rt St 25
Transposition of groups of letters, syllables, and words_... . .- —...—.._ 26
IDispniseditranspOSITIONEIM GO 5 Sees Guses i ol o MRS S 27
Cipher machines for effecting transposition_ ... - - oo ocaooo 28

26. Complex route transposition.—a. In Figure 30 a route for
inscribing letters within a rectangle is indicated by a sequence of
numbers. The initial point may be at any of the four corners of the
rectangle, or it may be at any other point, as prearranged. The
letters may be inscribed to form the rectangle by following the route
indicated and then transcribed from the rectangle to form the erypto-
gram by following another route; or the letters may be inscriped
according to one route and transcribed accordingly to the numerical
route indicated.

9 61160]31130] 1 o l|~
2129132]59]62]|89 4 B[l
88 | 63 33|28] 3 A
Al27134 15716487 ¥
|86 1 65[56 (35 (26f §

6125(3615566]|85 ’lf \
8, 167154137241 7 i
8123[338]|53|68]83

82(69]52139]22] 9
10121140[51] 7081 i B }
80 (7115014112021 —t» —+
19142 149172179
78 |73 14814311813 ; i
w1l sl 2o laa | m s =
76175146 145116115

FIGURE 30, FIGURE 31.

b. A variation of the foregoing is that illustrated in Figure 31,
wherein the inscription follows the route shown by the arrows. The
initial point of inscription is indicated by the figure 1, and the final
point, by the figure 2.

¢. In the foregoing case, the route is a succession of the moves
made by the king in the game of chess; it forms the so-called “king’s
tour”, in which the playing piece makes a complete or reentrant
journey covering all cells of the chessboard, each cell being traversed
only once. A route composed of a succession of moves nmde? by the
knight, or the so-called ““knight’s tour”, is also possibl_e, but in order
to be practical a grid with the cells numbered in succession wyould have
to be prepared for the correspondents, since millions of different re-
entrant knight’s tours can be constructed ! on a chessboard of the
usual 64 cells.

26. Transposition of groups of letters, syllables, and words.—
There is nothing in the previously deseribed methods which precludes
the possibility of their application to pairs of letters, sets of three or

1 See Ball, W. W. R., Mathematical Recreations and Essays, London, 1928.
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more lette_rs,.or even sy]lnblos ar}d who}e words, Nor, of coursaii
their use limited to operations w1.t-h I_)lzun text; they may be appl,ied
as secondary steps after a substitutive process hgg been completed
(see Sec. X).

27. Disguised transposition method§.~a. The system oftal
encountered in romances sm.d mystf:ry storiles, .W}l.erein ‘the message
to be conveyed is inserted in a series of nonsignificant words con-
structed with the purpose of avoiding or evading suspicion, is species
of this form of “open” cryptogram involving tl'ﬂnSpos,ition. The
“open” or enveloping, apparently innocent text may be designated
as the external text; the secret or cryptographic text may he designated
as the internal text. A complicated example of externga] or open and
internal or secret, text is that shown in paragraph 16,

b. Little need be said of the method based upon constructing exter-
nal text the letters of which, at prearranged positions or intervals,
spell out the internal text. For example, it may be prearranged that
every fourth letter of the external text forms the series of letters for
spelling out the internal text, so that only the 4th, 8th, 12th (Se
letters of the external text are significant. The same rule may apply
to the complete words of the external text, the n, 2n, 3n, ., . . words
form the internal text. The preparation of the external text in &
suitable form to escape suspicion is not o €asy as might be imagined,
when efficient, experienced, and vigilant censorship is at work, Often
the paragraph or passage containing the secret text is sandwiched in
between other paragraphs added to pad the letter as a whole with text
suitable to form introductory and closing matter to help allay sus-
picion as to the presence of secret, hidden text.

¢. A modification of the foregoing method is that in which the 1st,
3d, 5th, . . . words of a secret message are transmitted at one time
or by one agency of communication, and the 2d, 4th, 6th, . . . words
of the message are transmitted at another time or by another agency
of communication. Numerous variations of this scheme will suggest
themselves, but they are not to be considered seriously as practical
methods of secret intercommunication.

d. Two correspondents may agree upon a specific size of paper and
a special diagram drawn upon this sheet, the lines of which pass
through the words or letters of the internal text as they appear in the ex-
ternal text. For example, the legsof an equilateral triangle drawn upon
the sheet of paper can serve for this purpose. This method is practi-
cable only when messages can be physically conveyed by messenger, by
the postal service, or by telephotographic means. Many variations
of this basic scheme may perhaps be encountered in censorship work.

28. Cipher machines for effecting transposition.—These may
be dismissed with the brief statement that if any exist today they are
practically unknown. A few words are devoted to the subject under
paragraph 71
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B. SUBSTITUTION SYSTEMS

Secrion VII
POLYGRAPHIC SYSTEMS

Paragraph

Preliminaryerernarkayss i s it o S § o5 g S i Se Bl e ot & 29
Monographic and polygraphic substitution. - - oo 30
31

Polygraphic substitution by means of tables_ ... .o cccoeceemmmnm

29. Preliminary remarks.—a. It is assumed that the student has
absorbed the information contained in Sections VII to XIII, inclusive,
Special Text No. 165, Elementary Military Cryptography. The
sections deal with the various types of cipher alphabets, simple monoal-
phabetic substitution, monoalphabetic substitution with variants, the
more simple varieties of polyalphabetic substitution, cipher diskg, and
cipher tables. The present study of substitution is & continuation of
the former, a thorough understanding of which is a requisite to the ex-
amination of the more complex types of substitution now to be set forth.

b. Before entering upon the study referred to, it will be advisable
to explain several terms which will be used. Substitution Ipcthods
in general may be described as being monoliteral or polyliteral in char-
acter. In the former there is a strict letter-for-letter replacement, or,
to include numerical and symbol methods, there is a “one-to-one”’
correspondence between the length of the units of the plfxin .text; and
those of the cipher text, no matter whether the substitution s mono-
alphabetic or polyalphabetic in character. In polyliteral methods,
however, this “one-to-one” correspondence no longer holds. A
combination of two letters, or of two figures, or of a letter and a figure,
may represent a single letter of the plain text; there is here a “two-to-
one”’ correspondence, two characters of the cipher text l'epresentlflg
one of the plain text. The methods described under Section X,.Spemtﬂ
Text No. 165, fall under the latter designation; the cipher un1'V£LleI.lts
there shown are, properly speaking, bipartite in character. Tripartite
cipher equivalents are also encountered. Polyliteral methods_, the{'e-
fore, are said to employ polypartite alphabets, of which the blpz.m'tlte
type is by far the most common. Further on in this te-xt, pol).fhterzrd
methods of greater complexity than those illustrated in Sect}on X,
Special Text No. 165, will be discussed. Attention now will be directed
more particularly to a different type of substitution designated as
monographic and polygraphic substitution.

30. Monographic and polygraphic substitution.—a. All the
methods of substitution heretofore described are monograPhlc in
nature, that is, in the enciphering process the individual units sub-
jected to treatment are single letters; there is a letter-for-letter sub-
stitution, or, to include numerical and symbol methods, there 1s, as
in the case of monoliteral substitution, a “ one-to-one” correspondence
between units of the plain text and those of the cipher text. In poly-
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graphic substitution, however, combinations of letters of the plaiy
text, considered as indivisible compounds, constitute the units fop
treatment in encipherment. If the units consist of pairs of plain-text
letters, the encipherment is pair-for-pair, and is said to be digraphi
in character; if the units consist of sets of three letters, it is trigraphie
in character, and so on. There is still a “one-to-one” correspondency
involved, but the units in these cases are composite in character and
the individual elements composing the units affect the cipher equiva-
lents jointly, rather than separately. The basic important factor in
true polygraphic substitution is that all the letters of the group partici-
pate in the determination of the cipher equivalent of the group; the
identity of each letter of the plain-text group affects the composition
of the whole cipher group. Thus, in a certain digraphic system AB,
may be enciphered as XP,, and AC,, on the other hand, may be en-
ciphered as NK,; a difference in the identity of but one of the letters
of the plain-text pair here produces a difference in the identity of both
letters of the cipher pair.

b. For practical usage polygraphic substitution is limited to the
handling of digraphs and trigraphs, although very occasionally groups
of more than three letters may be employed for special purposes.

¢. The fundamental purpose of polygraphic substitution is the sup-
pression or rather the elimination of the frequency characteristics of
ordinary plain text. It is these frequency characteristics which lead,
sooner or later, to the solution of practically all substitution ciphers.
When the substitution involves only individual letters in a mono-
alphabetic system, the cryptogram can be solved very quickly; when
it involves individual letters in a polyalphabetic system, the erypto-
gram can usually be solved, but only after a much longer time and
much more study, depending upon the complexity of the method.
The basic principle in the solution, however, is to reduce the poly-
alphabetic text to the terms of monoalphabetic ciphers and then to
solve the latter. In true polygraphic substitution on the other hand,
the solution does not rest upon the latter basis at all because it is not
& question of breaking up a complex text into simpler elements; it
rests, as a rule, upon the possibility of analysis on the basis of the fre-
quency of the polygraphic units concerned. If the substitution is
digraphic, then the units are pairs of letters and the normal fre-
ql}encies of plain-text pairs become of first consideration ; if the sub-
stitution is trigraphic, the units are sets of three letters and the normal
frequencies of plain-text trigraphs are involved. In the last two cases
1Phe data that can be employed in the solution are meager, and are
ng ftllom definite or unvarying in thgr s1gr.nﬁcunco, and that is why

; 13>n‘0f pq]ygrap}uc substitution mppers is of ten extremely difficult.
s ﬁ ﬂusab ads ;Irll typography, when certain combmutlo.ns of letters, such
b éa liedn] , are moul.lted on one _and the same piece of type, they

ogotypes or ligatures, so in cryptography, when combina-
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tions of two or more letters are to be treated as a unit in a crypto-
graphic process, they may also be called ligatures and can be conven-
iently indicated as being so by placing a bar across the top of the
combination. Thus, CO, represents the digraph CO of the plain text.
It will also be convenient to use the Greek letter 6 to representaletter of
the alphabet, without indicating its identity. Thus,instead of the cir-
cumlocution “any letter of the plain text”’, the symbol 6, will be used;
and for the expression “any letter of the cipher text”, the symbol 6,
will be used. The symbol 6, then means ‘“any plain-text digraph”’;
the symbol 86,, “‘ any cipher-text digraph.” To refer specifically to the
1st, 2d, 3d . . . member of a ligature, the exponent 1,2, 3 . . . will
be used. Thus, 6*, of REM, is the letter E; 6, of XRZ, is Z.

31. Polygraphic substitution by means of tables.—a. The
most simple method of effecting polygraphic substitution involves the
use of tables similar to that shown in Table 1. This table merely
presents equivalents for digraphs and is to be employed upon the
coordinate system, 6%, of §76%, being sought in the column at the left or
right, 6%,in therow at the top or bottom. The cipher pair, 6'6%, is then
found at the intersection of the row and column thus indicated. For
example, AF,=YG,; FH,=AZ, etc.

TasLe 1
(Showing only a partially filled table)
Final Letter (62,)

A B C'D EF G H It el e g

A [FXCHXE|YYZAYGFB|CDEFXJ|ZX| . . . [EADJFH A

B [NY|DC|NB|ZI[XX[DX B

C AH AB el ol npltel g

D BE |vA AFy (Gt o4 B D

=3 EAX | AT BB e i

%F ael | Izl | lazZ || | . . [aa F
£ o i

S N| [BC| |cY Lt BA[FE| N

X AC AJ BE X

Y [DE AF e R

Z |AE B | | . . . |AK Z

ABCDEFGHIUJEK R
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b. The foregomg table is reciprocal in nature; that is, AF,= Y(}
and YG,= —AF,. Thus, a single table serves for onmphermg as well ag
for deciphering. The word DEFEND would be enciphered as YA Nz
COY, and then grouped in fives: YANZC Y . . .. Whenafinal single
letter occurs, a null is added in order to make a pair of letters capable
of being enciphered by the method. Reciprocity is, however, not an
essential factor and for greater security nonreciprocal tables are more

advisable. In such cases an enciphering table must have its comple-

mentary deciphering table.
¢. Until the amount of text enciphered by means of such a table

becomes great enough to disclose the cipher equivalents of the most
frequently used digraphs, such as EN, ER, RE, TH, ON, etc., crypto-
grams based upon the table are relatively secure against solution.

d. A simple method for preventing the establishment of the fre-
quencies characterizing these commonly used digraphs and thus elim-
inating the principal basis for their identification is given in paragraph
52e.
e. The factor that contributes most to the relatively high degree
of security of the digraphic method described in @ and b above is the
absence of symmetry in the table employed; for this table is con~
structed by random assignment of values and shows no symmetry
whatsoever in its arrangement of contents. Hence, even if 6%, in a
first case of 19, =0'6%, is identical with 6', in a second case, §70% in the
first case is wholly different from #7972, in the second case. For example,
Table 1 shows that AC,=XF, and AD,=7Y7,; the cipher resultants
fail to give any hint that the plain-text pairs contain an identical letter,

f. If, however, the latter is not the case and the table exhibits
symmetry in its arrangement of contents, solution is somewhat
facilitated. Note the following Table 2, for example, in which two
mixed sequences are employed to form the cipher equivalents. One
mixed sequence is based upon the keyphrase WESTINGHOUSE
AIR BRAKE; the other, upon the keyphrase GENERAL ELEC-
TRIC COMPANY. The word FIRE would be enciphered as KIQA.
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NI NEHRENESESEEREUBRERNSEEGERE
glisisi=R-R-R-ei-R:R=R-0-R-F--Ref:F-fafofe f=Roh gy«
HEERERRESEEESEEEREEBER3EEGEE
= EGERERREREBEBBEERREBRAREGERSG
> BERERERRRRREBRBBIRREBBRARRIER
PIRBLRRRERALRCYEEB2RREBRKERAE
H2Pg2IPRgRRE282g8IRREERRES 3
ol M ER SRR RS SR ECRER
MIB332R3RRRRRRRER23R38I2RAR3AR
SRR e
M EEEEEREERERERGEREBEEEEREES
ol8RRBA8R5880RERRAAEBEEE53RARR
Z| B ARRN RSN RRRERRRNEBEEELRR
= AU AR BN E R B R R BN ENREREBESBER
S AR NN RN RENECESES
“ ZFRESAES3E5555 R EEGERE08ES5
~ 82228823 32RSSRARERBARECES
BB EE R e R SRR RERGEREDE
T EEEEEREEREEHERBERERERBERED
o BRBE8YRRE8RRS32RERREAREBEGERE
n HgH3838 488833288 RERERRGERA
PR FFEEEEEEE R EEEDEE- R
o R E U EERERERG
o BEFREBEEESEAEEAEESEEBERERER
m MEBHEEEEEEaRaBREEREEEERMNNE
< PRREBERRBBe R RUBRESZERERERER
,ABCDEFQHIJKLMNOPQRSTUVWXYZ

589405

a
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the encipherment is by no means truly digraphic in charactey
Described in cryptographic terms, the encipherment of 6, is poly,

alphabetic in character whereas that of 6%, is monoalphabetic.

so that in realit
A mon,
wing rean,

AIWESTINGHOUARBKCDFJLMP
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BIESTINGHOUARBKCDFJLMP

TaBLE 3
0,
ABCDEFGHIJKLMNOPQR_STUVWXYZ

g. A cursory exammation of Table 2 shows that when 6% is iden,

tical in two cases then 6%, is identical in these cases,
obvious picture of this condition is brought out in the follo

rangement of Table 2.

N=R®n
N =X
NN =
> 24 >IN

Q
QV
QVX
. a¢

STINGHOUARBEKUCDFFNJLMPEP
TINGHOUARBKCDFJLMPAQ

VXYZWESTINGHOUARBKCDE
XYZWESTINGHOUARBKCDTFJ
XYZWESTINGHOUARBKCDFJL
YZWESTINGHOUARBEKCDFJLM

CDFJLMPQVXYZWESTINGHOU
DFJLMPQVXYZWESTINGHOUA
CRDFRSIRTSMEPSQEVE XY ZaN K S8 T =T NG HEO N UNASRER
DFJLMPQVXYZWESTINGHOUARBK
XYZWESTINGHOUARBEKCDUFJIL
ple, the encipherment can be made monoalphabetic so
cerned, and polyalphabetic so far as ¢, is concerned.

light modification in arrangement but with no change in
» 18 con

BKCDFJLMPQVXYZWESTI

INGHOUARBKCDFJLMPQVXYZ
K
C

NGHOUARBKCDFJLMPQVXYZW

GHOUARBKCDFJLMPQVXYZWES
ERINLMEPRORVEX Y ZEWe BAS ST IONCG Hi0 U A ROBEK [ CRD)

HOUARBKCDFJLMPQVXYZWESTIN
OUARBKCDFJLMPQVXYZWESTIN
UARBKCDFJLMPQVXYZWESTING
ARBKCDFJLMPQVXYZWEST

R
B
K

c

X/ XYZWESTINGHOUARBKCDFJLMP
% GENRALCTIOMPYBDFHJKQSUVWXZ
h. By a sli

YV Z W ESTINGHOUAREKCDEJLME
Z|ZWESTINGHOUARBKCDFJLMPAQ

D
E
F
G
H
AT
dJ
K
L
M
N
0
P
Q
R
S
T
U
v
W

=)

Note Table 4.

basic princi
far as 0"
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TaBLE 4

=
>

SE<cnNOoORUILNSTHUWKITEOoOHHQE > I ZEHEQNM| S
ME<docoXRumTHMUWK TR oHHEHQr I ZEQN | N

01y 01,

=
=

NXM=S<choxawInIHUw<T=EoHHQrIZEHQ | >
OQNMNES<choRGINIEHUWRKIESoHHQE D ZH | W
HQNXS<cunoRuILRUWKIEoOHSQrrH=|Q
ZHQNX=E=<CcNORWUILHWUWRKI=ESEoHAQr>® | Y
TJZEHEQNXS<choRGIIEHmouw<kyIy=oHEar» | =
U ZEHQNNXSES<cnoRGILEmUw<vyY=EoH3ar | ™
D UZbOQNNSES<CcnNOoORUInHMUWKI=EoOHaQ | @
QPP T ZO0QNXNS<dNOR G T HMUW K ITEoOoHS | T
HarrragZoaNXE<d<dnoxanmuow<v=oH | H
AN erRrrIZHdaNISScneoaRn U ty=2o | S
oHHAOrrIZEQNX=<cunoRGIDIHUOUwW<Y=E|S
ZoHHQOPrIZHNQANNE<CcNO R ITI=HUWy |
YTEoHHQU P IZEHONXS<CcDOoOR D HUm< | =
<“UYUEoHHBSQrPIZEQNXKSES<cnoRcuTm=muouw|=
U<t =EoHHQr PN ZEQNMXSES<cnoxXarn=uo|©
DW= oHHQr I ZEQNXES<cno "o = | 'Y
HMUwW<K OTEoHHQr I ZEHONNXE<cnoRam |2
ITmUWKUYIEoOHHQr P I ZRNQNX=E<cno =« | X
WTrHUwWKTYIEoOHHEQr PN ZHEQNXE<cnox|®
NuUTLmUuow<ITEoHHEHQrN P W Z2EONXS<cno | A
ORGIEMmUWK Y EoOHHEHQr I ZEONK=<cn | S
nNoRuTLHUw< TEoHHaQr I ZHONKSE<c | <
CuOoORUITNMUWK IEoHHQD P I ZHONMXK=SE < | =
< CcNORNUITNMUWKIEOoOHHQE > I ZEH QN X =

N<NMNSES<cHNWTXOUTVOZErrRuHIQEEUOUQW
N<NMN<OUUErcdmvarRwwdrPbcomI@aZH3nm

i. The results given by Table 3 or Table 4 may be duplicated by
using sliding alphabets, as shown in Figures 32 and 33. In the former,
which corresponds to Table 3, Alphabets I and IV are fixed, 1T and I1I
are mounted upon the same strip, which is movable. To use ’_r,hese
alphabets in encipherment, 6, of 7@, is located on Alphabet II and
Alphabets II-TII are shifted so that 6!, is beneath A on Alplmb'ot I
0%, is now sought in Alphabet I and 6%, will be found under it on
Alphabets IIT and IV, respectively. Thus, for the word FIRE ?he
successive positions of the alphabet strips are as shown below, yielding
the cipher resultant KIQA.

I—ABCDEFGHIJKLMNOPQRSTUVWXYZ - - oo - Fixed alphabet

F1,=KI, I%{—-Sg:ggiﬁggggg?i;gVWXYZABCDE} ___________ Movable alphabet
= QVXYZWESTI
IV—GENRALCTIOMPYBDFHJKQSUVWXZ . oo Fixed alphabet
I—ABCDEFGHIJKLMNOPQRSTUVWXYZ - - oceomm - Tixed alphabet
B, =04 IT—RSTUVWXYZABCDEFGHIJKLMNOPQ| Movabls alphabet
& ¢ TII—JLMPQVXYZWESTINGHOUARBKCDF| =~
IV —GENRALCTIOMPYBDFHJIKQSUVWXZ - - - - cocme - Fixed alphabet

FI1GURE 32,
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J. To correspond with Table 4 the alphabet strips are arranged as
shown in Figure 33. Here Alphabets I and II are fixed, III and IV
are mounted upon the same movable strip. To use these alphabets
in encipherment, 6%, of 862, is located on Alphabet IV and Alphabets
III-IV are shifted so that 6%, (I,) is beneath A on Alphabet I; 6, (F,)
is now sought in Alphabet I and §'6%, will be found under it on Alpha~
bets IT and III, respectively. Thus, for the word FIRE, the succes-
sive positions of the alphabet strips are as shown below, yielding the
cipher resultant NBJU.

I—ABCDEFGHIJKLMNOPQRSTUVWXYZ . . . - —.--TFixed alphabet

7T. —NB IT—WESTINGHOUARBKCDFJLMPQVXYZ______________TFixed alphabet
i ° TII—IOMPYBDFHJKQSUVWXZGENRALCT| Movabis ainharTs
IV—IJKLMNOPQRSTUVWXYZABCDEFGH | st

I—ABCDEFGHIJKLMNOPQRSTUVWXYZ . ... .. __._ Tixed alphabet

7 =TT II—WESTINGHOUARBKCDFJLMPQVXYZ ______ . ... Tixed alphabet

e ¢ III——ALCTIOMPYBDFHJ KQSUVWXZGENR} Movable alphabet
I'V—EFGHIJKLMNOPQRSTUVWXYZABCD

F1GURE 33.

=

k. Neither Table 3 nor Table 4 presents the possibilities such tables
might afford for digraphic substitution. They may, however, be
rearranged so as to give results that will approach more closely to the
desired ideal as to mnonrelationship between cipher equivalents of
plain-text pairs having an identical letter in common. Note that in
Table 5, which is based upon the same primary alphabets as Table 3
and Table 4, the cipher equivalents are the same as in the latter
tables, but they have been so distributed as to eliminate the unde-
sirable and externally obvious relationship referred to. (In any
table of this nature there can be only 676 different pairs of equiva-
lents, since the table presents merely the permutations of the 26
letters taken two at a time. It is the distribution of the pairs which
is important.)

l. Table 5 still shows symmetry in its construction, and a suspicion
of its existence formed during the preliminary stages of cryptanalysis
would aid materially in hastening final solution.

m. The foregoing tables have all been digraphic in nature, but &
kind of false trigraphic substitution may be also accomplished by
means of such tables, as illustrated in the accompanying Table 6,
which is the same as Table 5 with the addition of one more alphabet
at the top of the table.
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TABLE 5

viQ [P

W2 [Y [X|V[Q

T] IO M| P| ¥

ML | |F|D|C

W |2 [Y |X

|yl 3| n[F[B I K

E

M| P| y|B| D] F| Bl J| K| Q

I

R|A]L|C

N

HO|U[A|R[BIE[C|D|F |J |L X [P |Q [V [X|Y |2

Q| K|J|H| P D|B| Y| P| M| O| I|T| C| L| A| R| ¥| E| G

:

T &,
vivuls

AEBE0 D SRERS GV HE T K LM 0P QR B Y Ve W XY 0%

x

Z| X

slulviw| x|z|e|2|w|R[AJLjC|T|I[O

W I|E

P ML IF DICEBRIAIIIIIMEIG

K |BIR JAJU IO
B|D]F|HIJ|K

A

2
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US'<'U§OH'-—30L_‘:>DUZB1QNNE<C.‘U)D:XL«
UUJ&”UEOHF%Q!:“Z>WZFJQN><E<C:MDN
WUWK’UEOHHOF‘>WZEQN>¢E<CM
:E*JUU?%’UEOH*—]OF‘bDUZMQNNE<C‘.
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‘:MDNQ:I:”JUUJ&"UZOHHOL“B>5UZMO
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A
B
C
D
E
F
G
H
I
J
K
L
M
N
0
J7
Q
R
S
T
U
\
W
X
Nt
Z

N'<N<D’UEF‘&"jUONWWbCOEOZHHMHE_:
NNE<CMD?€&I“}UW'<'U§OH*§OE“>WZ
ON><E<:CUJ.ONC-«I’-'-‘JUCU'<"UZOHHOL“:>
ZP‘JON><E<:C:M‘ONQE"1UW»<’U§OHHOL“>
:UZ[’]ONNE<CUIDN<—4:E*=JUEUD<'UZOHHOF‘
3>>‘UZMQNNS<CM¢O?§QI”]UU‘J<‘U§OHHO
F‘>WZ[’JONNE<CMD:’€C-¢:I:'TJUUJF<'U§OHH
OL“PWZMQNNE<CM‘ONC~:C"!JUw%’UEOH
’—]O[">WZBIQN><E<CMDNC*I"]UUJK:'UEO
H*—]OwaszNNS<CMDNQEWUw%ﬁZO

=

n. In using this table, 6', is located in Alphabet I, and its equivalel}t,
0',, taken from Alphabet II; 6%, is located in Alphabet II.I, and 1its
equivalent, 6%, taken from Alphabet IV; 6%, is the letter lying at the
intersection of the row indicated by 6%, in Alphabet I an.d the column
determined by ¢%,. Thus, FIRE LINES would be cnc1.phered NNZ
IEQ KOV. It is obvious, however, that only the encipherment of
0, is polyalphabetic in character; 6', and 6%, are enciphered purgly
monoalphabetically. Various other agreements may be? made with
respect to the alphabets in which the plain-text letter will be sought
in such a table, but the basic cryptographic principles are the same as
in the case described. .

o. Digraphic tables employing numerical equivalents instead of
letter equivalents are, of course, possible but in this case the number
of equivalents required, 676, means that combinations of three figures
must be used.
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CHECKERBOARD DIGRAPHIC SUBSTITUTION

Paragraph
Disadvantages of large tables__________________ ke I e B PR 32
Hour=glphabet checkerboards_ — - Lol oo o= o o & e 33
Two-alphabet checkerboardsi o2 0 0 L e e 34
One-alphabet checkerboards; Playfair Cipher_._____________ ... 35
Rectaneiiadesigns P M vt i | B e e B AL b o e 36
Combined alphabetical and numerical checkerboard . - __________________ 37

32. Disadvantages of large tables.—Digraphic substitution by
means of tables such as those illustrated in Tables 1, 2, and 5 is
impractical for military use on account of the relatively large size that
the table takes, and the inconvenience in their production, change,
distribution, and handling. Just as it has been noted in Section XII,
Special Text No. 165, Elementary Military Cryptography, that simple
sliding alphabet strips can replace large quadricular tables, so it
will be found that small designs similar to a checkerboard can replace
the large quadricular tables in digraphic substitution. Although the
usual chess or checkerboard is based on a square 8 by 8, with 64 cells,
the term checkerboard will here be used to designate any square design
with 2?2 cells.

33. Four-alphabet checkerboards.—a. The simple or single-
alphabet checkerboard consists of a square 5 by 5, containing 25 cells
in which the letters of a 25-element alphabet (I and J being inter-
changeable) are inserted in any prearranged order. When four such
checkerboard alphabets are arranged in a large square as shown in
Figure 34, the latter may be employed for digraphic substitution to
yield the same cipher results as does the much larger Table 1 (par. 31 )s
In this square, 0', of 66, is sought in section 1; 6%, in section 2.  Thus,
6', and 0%, will always form the northwest-southeast corners of an
imaginary rectangle delimited by these two letters as located in these
two sections of the square. Then 6', and 6% are, respectively, the
letters at the northeast-southwest corners of this same rectangle.
Thus, TG,=TK.; WD,=TX,; OR,=PS.; UR,=WP,, etc. In
decryptographing, ', and 6°, are sought in sections 3 and 4, respectively,
and their equivalents, ', and 6%, noted in sections 1 and 2, respec-
tively. It may, of course, be prearranged that 6", should be sought
in the section now labeled 3, 6%, in that labeled 4, whereupon ¢', would
be located in the section now labeled 1, 6%, in that now labeled 2.



Sec. 1 (6',)

Sec. 4 (6%)

Tlw|E|[N|Y|[F|]O|U|R|T
K|L|M|lo|s|L|M|P|Q|E
H|lv|zlep|I|k|Y|[Z|S|N
Glu|R|Q[X|I|X|W|V]|A
Flp|lc|B|A|H|G|D|C|B
T H|I|R|E|F|I|V|E|A
olplals|N P|a|R|S|B
M|Y|Z|U|A !iT ol ZAl TG
Lix|w T_B—l N|[x|W|U|D
k|g|F|p|lc|M|L|K|H|G
FIGURE 34.

Sec. 3 (6%)

Sec. 2 (6%)

b. Tt is possible to construct a digraphic substitution checkerboard
that shows reciprocity in its 66,=00, relationship so that if AB,=X7Y,,
for example, then XY,=AB,. Two conditions are essential to assure
reciprocity. These are taken into consideration in the establishment
- of the ¢'0%, or deciphering sections, and an example will serve to
explain the process.

¢. Two enciphering alphabets are first construeted ; one in section 1
for 0',, the other in section 2 for 6%, as shown in Figure 35a. The
alphabet in section 3 is now to be constructed. Any horizontal row

1
2
Sec. 1 (%) 3
4
5

Sec. 4 (6%)

FIGURE 35a.

Rk i B
B|W|G|R|M
N|Y|V|X|E
T Ml B2 O 1 L
UlPlL[AlO
plz|F|alH| |
~ lc|x|x|P|B
o|M|Y|D|V
S|A|E|W|L
G'Z|Q|N|R
A T|H|I|F|U
2.5 4 &

Sec. 3 (6')

1
2
3 Sec. 2 (6%)
4

5
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of section 1 is taken, for example, the row labeled 1, consisting of the
letters BWGRM, and these letters are written on any horizontal row
of section 3, in any transposed order, which is immediately written
at the top of section 3, as shown in Figure 35b.

e R A I I GRS
1|Blw]a M
o|N|Y|Vv]x|E 23
Sec.1@)3|s|zle|T|| | See. 3 (8%)
slulp|L]alofmM|w|rR]|B]|G]|1
5\D|z|F|Ql|H
c|x|k|P|B|1
o|mM|yY|D|V|2
Sec. 4 (6%) SHANE LW L [[8iSec. 2 (6%)
G|z|[Q|N|R|4
T|H|I|F|U]|5
A T
F1GURE 35D.

Row 1 of section 1 was inserted in row 4 of section 3. The recip-
rocal permutation of 1 4 is 4 1, and therefore row 4 of section 1 must
now be inserted in row 1 of section 3, and in the transposed order
5-2-4-1-3, as indicated at the top of section 3. The result is shown
in Figure 35c. Then row 2 of section 1 is transferred to another row

SO Bre s Bt il 1 3
1|Blw|e|R|M|o|P|A|U|L |4
o[N[Y[V]x|E o

Sec.l1@)3|s|z|c|T K| | Sec. 3 (6%)
slulp|L|alo|mM|W|R|B|G]|I
5/p|z|F|q|H

clx|k|P|B]|1
o|lmM|y|[D|V]2

Sec. 4 (6%) S|A|E|W]|L]|3Sec2()

Glz|Q|N|R|4
T|H|I|F|U]|5
THE IO e

F1GURE 35¢.
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of section 3, for example, the fifth, and the letters inserted in the
already indicated transposed order. Immediately thereafter, in ordey
to continue the reciprocal permutation relationship, row 5 of sectioy
1 becomes row 2 of section 3. 'This leaves row 3 of section 1 to becomg
also row 3 of section 3, and to be reciprocal to itself. The result is
shown in Figure 35d, where section 3 is completely constructed. The

Do g 5 a4 40
1|B|{wW|G|R|M|O|P|A|U|L]|4
oln|v|v|x|E|H|z|a|D|F|5

Sec. L(#I8 STl CIT|K ngi]? T|S|C|3Sec3 (%)
slu|lP|L|Aalo|M|W|R|B|G]|1
5/plz|F|la|H|E|Y|x|N|V]|2

e S L e BB

L g | lolmM|y[p|v]|2

Sec. 4 (¢%,) Ry " b S B E|W|L|3Sec2(6%)
_____ T e Tz e R (4
m‘——'_vi'_ﬁ’ “ T|H|I|F|U]5

T 2 & 4 B

FI1GURE 35d.

foregoing principle of permutation reciprocity applies equally to the
rows of section 4. Suppose the permutation 3-5-1-4-2 is decided
upon for the rows of section 4. This means that rows 1 and 3 of
section 2 become rows 3 and 1 of section 4; rows 2 and 5 of section 2
become 5 and 2 of section 4; row 4 of section 2 becomes row 4 of
section 4.  As regards the transposed order within the rows of section
4, the following rule applies: The letters forming a complete column
from the top of section 3 to the bottom of section 2, whatever their
order, must also form a complete column from the top of section 1
to the bottom of section 4. For example, the column designated by
the number 5 of section 3 contains the letters OHKMECOSGT;
column 5 of section 1 contains five of these letters, MEKOH; there-
fore, the completed column must contain the letters, COSGT but
in the transposed order given by the permutation selected for the
rows of section 4, viz, 3-5-1-4-2.

The completed square is then as shown in Figure 35e, and exhibits
reciprocity throughout. Example: BB,=[W,, and LW,=BB..
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T e T e
ilelwle|r|u]lolp|alulLla
sln[y|v|x|E|H|Z|Q|D]|F|5

Sec.10)3|S|T|c|T|x|[K|I|T]|S]|C|3Sec3@
slulp|r|alom|w|R|B|G]|1
5|p|z|F|la|H|E|[Y|X|N|V|2
slwlalL|E]|S ‘ clx|k|p|B|1
s|rla|ulz|T|o|M|Y|D|V]2

Sec.a@)1|P|xX|B|lK|Cc|s|a|lE|W|L]|3Sec2@
s|N|z|Rlqlc]c|z|q|N|R|4
olp|m|{v|y|lollT|u|z|F|Ul|s

4 2 Jiie I il | 1 2 3 4 5
FIGURE 35e.

d. The total number of reciprocal permutations of five elements is

26, as follows:
(1) 12345

(2) 12354 (7) 14325 (12) 21354 (17) 34125 (22) 45312

(3) 12435 (8) 14523 (13) 21435 (18) 35142 (23) 52341

(4) 12543 (9) 15342 (14) 21543 (19) 42315 (24) 52431

(5) 13245 (10) 15432 (15) 32145 (20) 43215 (25) 653241

(6) 13254 (11) 21345 (16) 32154 (21) 42513 (26) 54321
Since the row permutations of sections 2 and 4 are independent, the
total number of different four-alphabet squares as regards row permu-
tations is 262=676. Taking into account the column permutations,
5X4X3X2X1 in number, it is therefore possible to have 676X120
or 81,120 different, four-alphabet checkerboards of this nature, based
upon the same two alphabets in sections 1 and 3. With changes in
the latter, the number, of course, becomes very much greater.

34. Two-alphabet checkerboards.—a. It is possible to effect
digraphic substitution with a checkerboard consisting of but two
gections by a modification in the method of hndmg equwalents
In the checkerboard shown in Figure 36, 6, of 6'6%, is located in the
square at the left, 6%, in the square at the nght

When §'6%, are at the opposite ends of the diagonal of the1i imaginary
rectangle deﬁned by the letters, §'¢, are at the opposite ends of the
other diagonal of the same rectangle, just as in the preceding case,
For example, AL,=TT,; DO,=GA,; AT,=TA.; EH,=HE..

b. Reciprocity may be imparted to the 2-section checkerboard by
reciprocal permutation of the rows of the checkerboard, no attempt



M|A|N|U|F|]A|U|T|O(M
CRIRT ISR T G|B|I|LIE]S
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Ngi OB RERE QS ESEIN KBNS RSO R S
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FIGURE 36.

0%,0%

being made to effect any reciprocal permutation of columns. Figure
37 shows such a checkerboard.

1| M|A|N|U|F||O|S|Q|L|[P]|4

2h RO ST SRS _G~ W 875 SN SV XS S

SHBH DI EHHI K D K H B B

4 (L|(O|P|Q|S|A(F|(U[M|N|1

O Vigl eVl X | ¥l o Zigll Tl . G e T R [R5
FIGURE 37.

Here, for example, AW,=0T, and OT,=AW.; mp=I—)TJ° and

DL,=BA,, etc.

¢. In 2-alphabet checkerboards in which one section is directly

above the other, reciprocity already exists without special prepara-
In Figure 38, MO,=UA, and UA,=MO,;

tions for its production.

MJA|N[U|F
el Tl | Rug | LS TR G
BEIEDEEE, H-I—{-
[N BOS|IRESISOFINS
VWS IS Y S B
ARSI ETEEO M
af A E e B R
CRDEIRESG. [ H
K IBNEEP I OSSR
Vesi Wt X0 ¥l 2

Fioure

38.
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MA,=MA, and MA,=MA,. When both 6', and ¢*, happen to be in
the same column, there is really no encipherment, a fact which con-
stitutes an important disadvantage of this method. This disadvan-
tage is only slightly less obvious in the preceding cases where the
cipher equivalent of such a case of §'6%, consists merely of the plain-
text letters in reversed order, yielding §%,.

36. One-alphabet checkerboards; Playfair Cipher.—a. By
reducing the checkerboard to one alphabet, there results the square
of the well-known Playfair Cipher, used for many years as a field
cipher in the British Army. For a short time, 1917-18, it was
prescribed as a field cipher for use in the United States Army. A
modification in the method of finding cipher equivalents has been
found useful in imparting a greater degree of security than that
afforded in the preceding types of checkerboard methods. Figure 39

M|A|N|U|F
Gl Tal Rl LG
BI|D|E|H]|K
LSO PP g S
Vo XX L Z
FIGURE 30.

shows a typical Playfair square. The usual method of encipherment,
can be best explained by examples given under four categories:

(1) Members of the plain-text pair, 6, and 6%, are at opposite ends of
the diagonal of an imaginary rectangle defined by the two letters; the
members of the cipher-text pair, ', and 67, are at the opposite ends
of the other dmgonul of this imaginary rectangle. Examples:
MO ALc,MI ——UCc, LU Q\L, VI =YC..

(2) 0', and 6*, are in the same row; the letter immediately to the
right of 0‘ forms 6';, the letter meedmtely to the right of #, formg
6%. When either 0", or 6%, is at the extreme right of the row, (ho first,
letter in the row becomes its 6, Examples: MA,=AN.,; MU,=AF F,;
AF,=NM,; FA,=MN,.

(3) 6', and 02,, are in the same column; the letter immediately beloq,
g forms 0',, the letter immediately below ¢, forms 6%. When either
6"y or 6°; is at the bottom of the column, the top letter in that (‘()lulnn
becomes its 0, Examples: MC,=CB,; AW, =TA,; WA,= \T
QU,=YI..
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(4) 0'; and 6%, are identical; they are to be separated by inserting a
null, usually the letter X or Q. For example, the word BATTLES
would be enciphered thus:

BA TX TL ES
DM RW CO KP

b. The Playfair square is automatically reciprocal so far as encipher-
ments of type (1) above are concerned ; but this is not true of encipher-
ments of type (2) or (3).

36. Rectangular designs.—a. It is not essential that checker-
boards for digraphic substitution be in the shape of perfect squares;
rectangular designs will serve equally well, with little or no modifica-
tion in procedure. In four-alphabet and two-alphabet rectangles
reciprocity can be produced by following the method indicated in
paragraph 33.

b. In Figures 40 and 41 are shown two examples of such rectangles,
together with illustrations of encipherments. Since the English
alphabet consists of 26 letters, a number which can only form an
impracticable rectangle 2 by 13, and since the addition of any symbols
such as the digits 1, 2, 3 . . . to augment the number of elements to 27,
28, 30, 32, 35, or 36 characters would result in producing eryptograms
containing intermixtures of letters and figures, the only practicable
scheme is to reduce the alphabet to 24 letters as shown in the figures,
where I serves also for J and U also for V.

T RO N W e
r|wlola|ul[n]z|u|P|L]|Y[ql
seci 3D|R[E[S|I|[Xx|K|B|C|A]G Fsse(;3

1

®) s alg|lc|Fle|kK|Xx|R|E|[D|TI]|s]p @
drn|m|plolylz|N|w|lo|T|Uul|H]
Adx|R|wlz|y|a|o|N|E|T|H|UR

Se.s 3 L|T|K|P|M|G|s|a|D|B|c|Flg

2

@) oplalp|rFlclslelzlx|L|m|plz @)
T|N|E|U H‘O’Q RIw|x|v|zla
AT T D T T (T R W R

Ficgurge 40.

Examples:
Plain: TH ER EA RE BE TT ER CR YP TO GR AM
Cipher: YX BE BK CR ER LX BE RE HC ZX RH IB



oz 5 x4
i|T|w|o|H|B|c|Aal|lF]|a
2lu|N|D|R|Q|Y|P|2Z]s
3|lEls|I|x|x|L|lcg|M|5

Sec. 1 (6',) — Sec. 3 (8',)
4lalBlc|Fwlo|lT|H]|2
slelk|L|M|s|I|E|X]|3
6|Plaly|z|N|D|U|R]IZ2
5|Q|M|P|R[O|N|[E|T]|1
2|s|H|u|lAalH|Uu|ls|A]z2
3lc|p|B|F|D|B|lC|F|3

Sec. 4 (6%) — Sec. 2 (6%)
6|lYy|wlx|zlel|T|k]|L|4
1|{E|o|N|[T|M|P|Q|R|S5
alx|cl|u|wlx|ylzle

SEEEo il 5 =z 4
FiGure 41
Examples:

Plain: TH ER EA RE BE TT ER CR YP TO GR AM
Cipher: BS ME MS PR TM FQ ME HN DN BQ XE WE

¢. Two-alphabet rectangles are also possible; it is thought unneces-
sary to demonstrate them by specific examples. The general exam-
ples shown in b above are considered sufficient.

d. It is possible, however, and it may be practicable to extend the
alphabet to 28, 30, or more characters by the subterfuge now to be
explained. Suppose one of the letters of the alphabet is omitted from
the set of 26 letters, and suppose it is replaced by 2, 3, or more pairs of
letters, each pair having as one of its members the omitted single
letter. Thus, in the case of a one-alphabet Playfair design of rec-
tangular shape, in which the letter K is omitted as a single letter, and
the number of characters in the rectangle is made a total of 30 by the
addition of five combinations of K with other letters, the rectangle
shown in Figure 42 may be constructed. An interesting consequence
of this modification is that certain irregularities are introduced in the
cryptogram, consisting in (1) the occasional replacement of 0, by
0'6%°,, that i is, of a digraph by a tngraph (2) less frequently, t]m Tre-
placement of 6'6°6%, by 0'0%%",, that is, of a trigraph by a tetragraph,
and (3) tl the appearance of variant values. For example, A\I
HKU‘,,GLp OKOC,JK —K_Ath,(,K =BKE,, or DKE,,orG ]’.,()r
TP,. So far as the decryptographing is concemed there would be ng
difficulty, because the operator always considers any K occurring in
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FI1GURE 42.

the cipher text as invariably forming a ligature with the succeeding:
letter, taking the pair of letters as a unit. In decryptographing a set
of letters, such as GP,, he obtains CKO,; he disregards the O.

¢. As a final note it may be added that it is, of course, possible to
insert, the letters within a checkerboard or a rectangle in a less sys-
tematic order than that indicated in the various examples. The
letters may be inserted at random or by following the principles of sys-
tematically-mized alphabets, so that no definite sequence is apparent in

the checkerboard or rectangle.
37. Combined alphabetical and numerical checkerboard.—a.

In Figure 43 is shown a 4-section checkerboard which presents s
rather interesting feature in that it makes possible the substitution of
3-figure combinations for digraphs in a unique manner. To encipher
4 essage one proceeds as usual to find the numerical equivalents of &
pair, !_lnd then these numbers are added together. Thus:
Plain text: PR OC EE DI NG
275 350 100 075 325
9 18%24 18 7
Cipher text: 284 363 124 093 332
/ AlB ’F’ D | E [000/025/050/075[100
F|G|H EE 1/125[1501175[200[225
See. 1 0,) |L|m | N Bk [[250]275]300/325[350 Sec. 3 (6)
Q[R5 | T | U |3754004254500475]

VW |x|Y ’ z f500525f550§75)§oo
0|12 3’41‘\/’QIL"FIA
5]6 |7 sjglwlR/M’GlB

See.4 @) [10[1112]15[14| X | S | N H|C| Sec.2 @)
15]16|17 18|19 ¥ T{o/_I[D[
20|21 |22 23|24 z UIPIK'EI
Fioure 43.
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b. To decipher such a cryptogram, take the greatest multiple of
25 contained in the group of three digits; this multiple and its re-
mainder form the elements for determining the plain-text pair in the
usual manner. Thus, 284=2754+9=PR.

Secrion IX
COMPLEX SUBSTITUTION SYSTEMS3

Paragraph

Prebmifarserarianke o s Rl PR e S BT S L e Tl L o ppeisd oy B
Continuous or nonrepeating-key systems_ . __________ _____ " o 30
AU TOZ VRS BN ST ORI S I S o B i laiedecnee 40
Progresgive-alphabet systems... ... ______ . _____ . ____________ bl gy 41
Interrupted oxvamable-key systems. . oo oo o oo 42

Suppressing periodicity by encipherment of variable-length groupings of
TR e T R R S e B S S R T L e S S SR

Suppressing periodicity by encipherment by variable-length groupings of
508 L o e 2y e e L R S S S S B S S ORI -
45

Mechanical eryptographs in which periodicity is avoided._ . - ... .. ___. =l

38. Preliminary remarks.—In paragraph 63, Special Text No.
165, brief reference was made to more complex substitution systems,
It was stated that there are certain polyalphabetic methods in which
periodicity is absent; there are other methods in which the external
manifestation of periodicity in cryptograms is prevented, or in which
it is suppressed or disguised. Slight hints were then given as to the
nature of some of these methods. This and the next two sections of
the present text are devoted to a more detailed deseription and dis-
cussion of the methods indicated, which, as a class, may be designated
as aperiodic systems, as contrasted with the previously described, more
simple, periodic systems.

39. Continuous or nonrepeating-key systems.—. One of the
simplest methods of avoiding periodicity occasioned by the employ-
ment of more than one substitution alphabet is to use as the key for
the encipherment of one or more messages a series of letters or char-
acters that does not repeat itself. The running text of a book,
identical copies of which are in possession of the correspondents, may
serve as the key for this purpose. It is only necessary for the cor-
respondents to agree as to the starting point of the key, or to arrange
a system of indicating this starting point in the text of the erypto-
gram. Such a system is called a continuous-key system. Other
names applied to it are nonrepeating, running, or indefinite-key systems,
Telephone directories, the Bible, standard reference works, etc., are
often used as source books for such keys. : :

b. Various types of cipher alphabets may be employed in this
system, direct or reversed standard alphabets, mixed alphabets (!m wn
up at random, or secondary mixed alphabets resulting from the inter-
action of two primary sliding mixed components.

580405°—44—5
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¢. As an example of the method of cryptograph‘ing, suppose t.he
following message is to be enciphered on the continuous .ke).f pTé
ciple, using as the key the text of this subparagraph, beginning
AN EXAMPLE ..., and reversed standard alphabets:

HEAVY INTERDICTION FIRE FALLING AT .. ..

Key text: ASANE XAMPL EOFTH EMETH ODOFC RYPX.? o LA
Plain text: HEAVY INTER DICTI ONFIR EFALL INS?TV ALy
Cryptogram: TOASG PNTLU BGDAZ QZZLQ KYOUR JL R o

40. Auto-key systems.—a. The cipher letters 9f a cryptogsram
may serve as keyletters, thus automatically furnishing & ke{}‘ Wgﬁi
pose, for example, that two correspondents agree to usé B hered
TRUE as an initial key, and suppose the message to he encip
(with the obsolete U. S. Army cipher disk) is as follows:

HEAVY INTERDICTION FIRE FALLING AT ...

The first four letters are enciphered as shown:

Key text: TRUE NG
Plain text: HEAVY INTER DICTI ONFIR EFALL I
Cryptogram: MNUJ

The cipher letters MNUJ now form the keyletters
the next four plain-text letters, YINT, yielding OFH 4
then form the keyletters for enciphering the next four letters,
on, yielding the following:

Koy text: ~ TRUEM NUJOF HQKOE IIVWU VQODR Loggg i
Flain text: HEAVY INTER DICTI ONFIR EFALL INGEU - *
Cryptogram: MNUJO FHQKO EIIVW UVQOD RLOSG DBMGH -

b. Instead of using the cipher letters in sets, as shown, t'i]]?klz;f
cipher letter given by the use of the keyword may become t of the
letter for enciphering the plain-text letter; the cipher resultan » Jotter
latter then becomes the keyletter for enciphering the following :
and so on to the end of the message. Thus:

Key text: TRUEJ LDQXT CZRPW OANTIA JFAAP EWJDA . - -
Plain text: ~HEAVY INTER DICTI ONFIR EFALL INGAT . - -
Cryptogram: MNUJL DQXTC ZRPWO ANIAJ FAAPE WJDAH . -

for enciphering
Q. The latter
and 80

c. It is obvious that an initial keyword is not necessary; o Single
prearranged letter will do.

d. The plain text itself may serve as a key, after an initial group or
an initial letter. This is shown in the following example, wherein
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the text of the message itself, after the prearranged initial keyword
TRUE, forms the key text:

Key text: TRUEH EAVYI NTERD ICTIO NFIRE FALLI .
Plain text: ~HEAVY INTER DICTI ONFIR EFALL INGAT .
Cryptogram: MNUJJ WNCUR KLCYV UPOAX JAIGT XNFLP .

e. Although reversed standard alphabets have been used in all the
foregoing examples, it is obvious that various types of alphabets may
be employed, as prearranged.

J. The following method, though it may at first appear to be quite
different, is in reality identical with those just described. A mixed
sequence is prepared and its elements numbered in sequence. Let
the mixed sequence be derived from the keyword PERMUTABLY:

EREON R nen 24N 10

PERMUTABLY
CDFGHIJKNO
QS VWXZ

AJBKEDSLNMGWPCQ R eV heds Z U H X D
123456789101112131415161718192021 2223242526

Let the message be the same as before, and let the first letter be its
own cipher equivalent. Each cipher letter from that point on is
produced in turn by finding the sum of the numerical equivalents of
the preceding cipher letter and the plain-text letter to be enciphered.
When this total exceeds 26, the latter amount is deducted and the
letter equivalent of the remainder is taken for the cipher letter. Thus:

Key text: 0235 2 3212014231621 11 17 11 25 18 12 12

Plain text: H R Tl T aC il il O N
Numericalvalue: 23 g li 1¥s 2:’5 23 g 19 516 62014192026 9
Keyed value: 28 3 21 46 40 23 42 21 37 17 37 25 44 38 38 21
(less 26 or 52 if

mecessary): 23 2 3 21 20 14 23 16 21 11 17 11 25 18 12 12 21
Cipher text: HJBZICHRZGFGYVWWZ
Key toxt: 2112 622 11819 1 9 3122524
Plain text; P T Rt ESROds il L gRNSG AT
Numericalvalue: 17 20 16 517 1 8 820 911 119
Keyed value: 38 32 22 27 18 19 27 9 29 12 23 24 43

(less 26 or 52 if
necessary): 12 622 11819 1 9 312232417
Cipher text: WD oA R RN RL W H A F
9. In the foregoing example the successive cipher letters form t_)he
successive keyletters; but, as noted in subparagraph d, the successive
plain-text letters may serve as the successive keyletters. k3 .
h. The same results can be obtained by the use 9[ sliding strips
bearing the mixed alphabet. Study the following diagram showing
the successive positions of the movable strip and compare the results
with those obtained in f above.
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Numbers: 1 12 10 g
Key: E XTIXTIXTIXTI TINTINTINT INGIN
Plain text: C OLLECTALLSTR AGGLERSSTO PSEND
Cipher: C JIXTRPXIXFAR TCHIEWBQUF TVCVK
Numbers: 7 3 il

Key: NGUNGUN GUI UISUISU

Plain text: THEMFOR WAR DATONCE

Cipher: UZQBBGW KUR RIZGVQQ

Cryptogram: CJIXT RPXIX FARTC HIEWB QUFTV
CVKUZ QBBGW KURRI ZGVQQ

¢. Another simple method of prearranging the interruption 9f 2
keyword or of plain text is to employ the sequence of numbers given
by reducing an incommensurate fraction to decimals. For examl?le,
the fraction ¥ yields the sequence 142857142857 . .. This fraction
may be represented by the indicator letter H given as the initial letter
of the eryptogram. _

45. Mechanical cryptographs in which periodicity 18
avoided.—There are certain cryptographs which operate in such_&
manner that periodicity is avoided or suppressed.  Some of them VYﬂl
be discussed in Section XII. Among them one of the most interesting
is that invented by Sir Charles Wheatstone in 1867. As a rule, hO‘}’-
ever, mechanical eryptographs, by their very nature, can hardly aVO}d
being eyclic in operation, thus causing periodicity to be exhibited in
the cryptograms.

C. REPETITIVE AND COMBINED SYSTEMS

SecrioN X
REPETITIVE SYSTEMS
Paragraph
Superencipherment._ ... ________ e S T el o SR
kltcpet.itivc AN ORIUION S VSTATNS e gt o | L
Repetitive monoalphabetic substitution systems_ . ___ e R 48
49

Repetitive polyalphabetic substitution systems_________ .

46. Superencipherment.—a. When, for purposes of augmenting
the degree of cryptographic security, the plain text of a message
undergoes g first or primary encipherment and the resulting cipher
text then undergoes a second or secondary encipherment, the system
as a whole is often referred to as one involving superencipherment. If
the two or more processes are well selected, the objective is actually
reached, and the resulting cryptograms present g relatively greab
dggreo of cryptographic security; but sometimes this is not accom-
p‘hshed and the augmented security is of a purely illusory character.
The final cryptographic security may, in fact, be no greater in degree
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than if a single enci
i zna{t oven ie e It)l}ll:;n;)(;?(t)rléad been effected, and in unusual cases
. It 18 impossible t .
employed;onllj;gslli; t(f) dc§u 1_be all the combinations that might be
i e Withya ew typlca.l cases can here be treated, and these
{ot i e v1c\Y to illustrating general principles. It is
e thl'ousiilgegthmugh 2,8, . . . successive processes of
asiilstiion may }i‘ fyltl , . . . successive processes of transposition ;
cHimi b sscki > fo owgd by transposition or vice versa. A '
e kel ype will be given. o
cipher text pro d(illl‘(:fim{;nt to adopt t.h‘c symbol C to represent the
Hliasnitol C. O ‘C y any 1_1nspe01hed process of encipherment.
produced by Su’(3c ezs;siva, S vl t_hcn represent the successive texts
e ebprocesses in superencipherment. The sub-
e ey Substi};u‘;orpireﬁxed ‘to the C to indicate that a given
B e o s sibatit qr of.tumsposmon. Thus, the steps in a
e sssritad o lS) lt_utlon is followed by a second substitution
10,~4C, 1'9P1‘eScnﬁs Y(Iil(ln(;)lllcally by stlT%ng. In a similar manner,
?eans tl.li_‘t the text froin (:l ft;llx‘-&zlsp(.)Sltloll' e -Syn-ﬂ)()l =
liﬁspiltlon N e pmccS: process of substitution undergoes
. Repetiti Sis o
with in SI;ction:eIgassfmsmmn systems.—These have been dealt
D n(l IV and need no further discussion at this
i e l‘epmtis 10Wn that properly selected transposition
Veg gII‘:M' Secmity“ ve in character, can produce cryptograms of
. Repetiti
pose & lngss;glevellrﬁll;noalphabgtic substitution systems.—Sup-
Shat ke g goes a primary encipherment by means of a
undergoes 8 second I?local 'alphabct, and the primary cipher text
ifirent toied sl l&I}y enc1pherment.by means of the same or &
alphabetic in charslt)c]ba ).et, The resulting cryptogran ig still ,mono=
e e ot 0‘1., and presents very little, if any, augmentation
ployed). Here an o ((_lepen(lu}g ypot .the type o? :}.lphabob o
L OIlltl]:cly .llh.lsory increase in security 18 mv.olved and
e 'mdcﬁnirtn{) GX1.ty i8 mtroduc_ed; the process may uld,ee(.l b.c
because the fumlG Y W.lthom producing the desired Eol THeh
s 'm‘nental.natmze of. monoalphabetic substitution has
et mto OOIlSldOl‘i'Ltlon in the attempts at _su_pcre-nmphcr_
1 ’Rel i, ( ‘{—>s(33 . . ., still remains mc_moa-}phabetlc in character.
0 I;rilmpe 1tn{e polyalphabetic substitution s_;ystems.—.a.. If
, ary encipherment is by means of the repeating-key principle,
with standard alphabets, and the secondary encipherment is similar

in character, with similar alphabets, and a key of similar length, the
final cryptogram presents no increase in security at all. Thus, if the
key BCDE is used in the primary encipherment (Vigenere Method)
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rment, the final

) - iphe
and the key FGHI is used in the secondary ARt used in a single

Yy GIKM had been

result is the same as though the ke
encipherment. g and the

b.pr mixed alphabets are used, and if those of th?ﬁ Pllf:f&r;con i
secondary encipherment belong to the same op ences against
alphabets resulting from the sliding of two priméry Seghose described
each other, the results are similar in character to 1d be obtained
under a above. They are identical with WAl

those that 00 secondary
. v . Tl
by an equivalent single encipherment

by the approP
different length

alphabets.
, however,

¢. If the key for the secondary anciphcrmcnt is of &
from that for the primary encipherment, the € tan
somewhat different, in that the period of the result
becomes the least common multiple of the two \1lciphcrment is 4,

example, if the length of the key for the primary €n® | a key of 12
that for the secondary 6, the result is the same ag thoug This can be
elements had been employed in a single cllCiPhOrmcnt' _g-1-4-3:

. -
demonstrated as follows, using the keys 4-1-2-3 and 572
' 41238

41284123 412341234128 412315 44 ..
52614352 6143 52614352 6143) 52 ==
0384

9384847510266 9384847"1()266
| 2 incl'()ﬂ,sed

d. The degree of cryptographic security is, withou! L that 18,
by such a method. If the key lengths are PI’OPCI'Iy selecte® g, the
if they present no common multiple less than their Produij o
method may give cryptograms of great security- For exalB am
keys that are 17 and 16 characters in length would give & rypiod e
that is equivalent in period to that of ni:ryptogr am CnCiphcred Or%n—
by a key 17 X 16, or 272 elements in length. The funda.mcntﬂ-l p i
ciple of an excellent, though complicatcbd, printing wlogmph e

system is this very principle.

Sucrron X1
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; y 0
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1);:;1):ummbctlc and polyalphabetic substitution combined with transposi- 52
O

Polyliteral substitution combined with transposition SR
b4

Fractionating systems-.._____

Comparison of f i i
§ oregoin i i i i i
il g_ ~x_ f; fractionating system with certain digraphi¢ 55
Trnet: ; 5 e LB S S S e S L il
F::g:;gg:t}ng sy s(tluns as forms of combined substitution and transposition--- 56
ion and recombination withi i ool i
e S O lfl_ »rcgular or variable groupings of o

TFroob : : :
ractionation combined with columnar transposition- -....... 58
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: 50. Combined monoalphabetic and polyalphabetic substitu-
tion Systems,.——a_ If & message undergoes a primary encipherment
by_ th.e 1‘epeatmg-key method, using standard alphabets, and the
IIE‘;T]:); fcil)iiﬁl‘lt;exi'{ Vthen undergoes a secondary (\,n('iphm‘n?mt by
i incrg‘asfd(':mam} alphabet, the dogm‘.oe of cryptm.gﬂpln(' secu-
B und(\f 16 same cx\,onp that it \.\'oul(l be if t.lw original
T .l‘()gillgffm(‘) ftJﬁm same p.rn.nury ‘(‘n('l]?h(‘.l‘ln(‘l.\ t with second-
BgainSt the nonun l’mg rom ﬂlc' fl%dn_\g of a n’.uxod primary sequence
ol al sequence. This increase in security is not very

b. T ]
. Lhe gq o : : . ' .
e S‘lme 115 true if the primary encipherment is monoalphabetic
secondary encipher i i
; ipherment is ralphabetic he me
deserioad. I t is polyalphabetic by the method

¢. In gener . :
mOnoalpbhrL}m?-l’ this also applies to other types of polyalphabetic and
abetic combinations. The inerease in security is not very

great, and is. inde e
51’ 18, indeed, much less than the uninitiated suspect.
. Com

binationg ofb ;EﬁgyTubstitution-transposition in general.—Com-
different (¥ {‘mll,utu)n and transposition nmﬂmds can t,z\‘kn. many
is Possiblo of (;(’)11-‘ d only a few cxml}ple:% can be illustrated h(‘r.m.n. It
transposition ﬁro]ﬁse?lto apply .SlleStvltlltl'()‘n first, then transposition, or
ered systoms };’ , then su\)stnta.l tion. The most comm(n.ﬂy on‘couu‘t—
1<‘m'thermo1-e’it owever, are of the former type, t'hnb is, s(./r~>t(:2.
which o, ’1' csm} be stated _th&t as a rule practicable systems In
simple in thg ocesses are combined use methods that are relatively
of great soc ‘I.Il§elves, but, are so select(;d as to p'rf)du.cc cryptogrmnls
analogy, ; ity as & result.ol l'}m combum,m-on. . T'o give a very 10;1;; !
equivz.lc,ntrt Qertal_n combinations the eﬂ?c‘t is much more t,du;xfl
giving X +;; t}m_s‘ mple addition of complexities of t.}}zo (11‘(101‘ X and ¥,
59, M 5 it is more of the order XY, or even X Y“ i
bined Onoalphabetic and polyalphabetic substitution ?om-
with transposition.—a. A message may undergo sun'plc
Monoalphahetic, substitution or complex polyalphabetic substitution
M.ld the resulting text passed through & gimple transposition. Ob-
Viously, cither standard or mixed alphabets may be employed for the
‘qpbsﬁltution phase and for the transposition phase any one of the
Simple varieties of geometric—d.%ign methods may b(:, appllod. :
- As an example, note the following simple combrmn“t.mrl,w ninig the
Message ALT, ACTION AT LANDING BEACH HAS CEASED.
Ist step: sC, (monoalphabetic, by mixed alphabet):

Plain:  ABCDEFGHTJKLMNOPQRSTUVWXYZ
Cipher: TDRAMOBNILPEZYXWVUSQKJHGFC

Message: ALLAC TIONA TLAND INGBE ACHHA SCEAS ED
Cipher: TEETR QIXYT QETYA IYBDM TRNNT SRMTS MA



VAITanee: > 4
od step: /(1, (as prearranged between correspondents):

TEETRAIX
yTQETYAL
NN .
ggg:/gSRMA at lower right hand corner.)
ANTXI QRTEE TYYTS RMTSM NAYTE QTBDM TR

C,.yptogmm: .
e A simple s.ubt(.wfuge often adopted betwoen correspondents s ¥
write the gubstitution text b_llfﬂﬂvurds to form the final cryptogran

(a case of gimple ""“"‘""“'”1 writing). %
d. An extremely ‘Slml)lﬁ and yet effective transposition method
(when its presence 13 not suspected) sometimes employed as & e
v 10 gubstitution is that in which the text of & message

liminar’ = :
halves; the second being placed under the

(For the inscription; a rectangle of eight columns.)

(For the transcription; counterclockwise route heginniyg

first divided in to es
in rail-fence writing. Thus:
POEDOOTFMAKTO
RCETPROEBRAIN
Then encipherment by simple monoalphabetic methods may e
oftected and the cipher text taken from the two separate the.
Thus, if & standard alphabet one letter in advance were aseds
text would be as follows:
QPFEPPUGNBLUP
SDFUQSPFCSBJO
QPFEP PUGNB LUPSD FUQSP FCSBJ 0
aently
)

Cryptogram:

e. A simple varia tif)n of t.vhe foregoing method which is fred
effective with true digraphic methods of S”b?ﬁtntior; is t0 it@
1 then encipher the set : L n 1
under 6', and I sets of juxtaposed §70', Jotter® {he

graphically, then the sets of juxtaposed 772
message be WILL RETURN AT ONCE; it Vlvo;,btﬁs' Th}ltst’e o™
as follows:! uld be wrl
WLRTRAOC
ILEUNTNE
A

Then the following pairs would be encj
: neiphered: T 14
OC,, I, ete. The foregoing message csgiel‘led. Wiy, ﬁp; anﬂ@r
by means of the Playfair Square shown jip -I?ilered in this ™% e,
gure 39, for €~

vields the following cryptogram:
I”!uin text: WL RT RA OC IL EU NT Ng
Cipher: Vo IR TN LT CQ HN AR Rp
C".thogmm: VOIRT NLTCQ HNARR p
if
1

' In preparing the text for enciph
pherment, t}
a Playfair 8 i %430 lerk
: quare is to be used no doublet, musf, . . d the” o
WE WILL LEAVE . . . would be armnge; tcli? be enciphelc.:; n '}‘1}1‘1: mesf’ﬂ’g
8: . (
WXILXEY
EWLXLAE
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J. Naturally the transposition process may involve groups of let-
ters; a simple type of disarrangement is to reverse the order of ’.che
letters in 5-letter groups, or within 5-letter groups a transposition
such as 3-2-1-4-5 or 2-1-5-3-4 (any of 120 different arrangements)
is possible,

9. Columnar transposition methods lend themselves especially well
to combination with substitution methods. An excellent example
will be considered under the next section.

83, Polyliteral substitution combined with transposition.—

% paragraph 29b the essential nature of polyliteral substitution as
contrasted with monoliteral substitution was discussed. Polyliteral
methods make yse of polypartite alphabets in which the cipher
.eql.livalents are composed of two or more parts. This being the case
1618 & naturg) extension of eryptographic processes to separate these
Parts or to distribute them throughout the cipher text so that the
f Olltlponents or, so to speak, fractional parts of the cipher equiva-
en

s are thoroughly disarranged and distributed evenly or irregularly
throughoug, ¢he text.

| 4. Fracﬁonating systems.—a. A simple example will first be
Shown,

- Let the following bipartite cipher alphabet be drawn up by
“slgning numerjea] equivalents from 01 to 26 in mixed sequence to
the letters of the normal sequence. Thus:

RSB - ¢ 7D AE 25 00 SR o Tond- el al e
02 11 06 12 13 05 10 14 09 15 16 17 01

z
N 0 P g R- B3 0 U8 Ve
03 18 19 20 08 21 07 04 22 23 24 25 26

Eaeh letter i represented by a combination of t\.vc? digits; 1? prep:}:;
ng the Message for cryptographing, the two digits ﬁom[:}il:;ngthus.
cipher equivalent of a letter are written one below the other, :

Phhltcxu ONE PLANE REPORTED LOST
Ciphep)?'s: 101 11001 01110011 1120

l0*.: 833 97233 83988732 7817 : S
By recombining the single digits in pairs, reading frgmll;m‘;zlo% 5
lines, anq writi:g down the pairs in unchanged numerical form,
obtaing the following:

0" 11 1120
10 11 10 01 01 11 O
83 39 72 33 83 98 87 32 78 117

b. The foregoing cipher text can be transmitted in 5-ﬁgur(zh§'oué)ls:£
or it can be reconverted into 1et_ters by one means or ano r, o
some difficulties are encountered in the latte}' case b‘ec?use eve y.mt-
of 100 different pairs of digits has to be provided for, thus necessi
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ing a 2-letter substitution, which would make the cipher text twice
as long as the plain text.

¢. In the methods to follow presently, these difficulties are avoided
by a simple modification. This modification consists in the employ-
ment of true polyfid cipher alphabets, that is, polypartite alphabets in
which the plain component is the normal sequence and the cipher
component consists of a sequence of equivalents composed of all the
permutations of 2, 3, 4, . . . symbols taken in definite groups. For
example, a bifid alphabet* composed of permutations of five digits
taken two at a time can be constructed, yielding a set of 25 equiva-
lents for a 25-letter alphabet (I and J being usually considered as one
letter). A trifid alphabet of 27 equivalents can be constructed from
all the permutations of the digits 1, 2, 3, taken three at a time; an
extra character must, however, be added to represent the 27th ele-
ment of the alphabet. It is convenient to represent the parts of a
bifid equivalent by the symbols 6'. and ¢, the parts of a trmifid
equivalent, by the symbols é',, &, and &,.

d. Polyfid cipher alphabets may be systematically-mixed alphabets
based upon keywords and keyphrases. For example, note how the

following bifid alphabet is derived from the keyphrase XYI.O-
PHONIC BEDLAM:

X Y L O P HN I C B E SN
11 12 13 14 15 21 22 23 24 25 31 32 33
M F G K QR S TUV W Z
34 35 41 42 43 44 45 51 52 53 54 55
The same principle may be applied to trifid alphabets, employing the
permutations of the three digits 1, 2, and 3, taken in groups of three.
¢. Note the following bifid alphabet and the example of its use in
enciphering a message:
A B C DEUFGHIJ KL M
12 31 21 32 33 15 25 34 24 35 41 11

N OP QRS TUY § X =8
13 42 43 44 23 45 22 14 51 52 53 54 55

Message: ONE PLANE REPORTED LOST
L |Be 413 44113 23442233 4442
Ciphet g . 233 31233 33323232 1252

|_~7'>m~l\ an alphabet should be clearly differentiated from a biliteral dpkob‘.~
{n the latter, two and only two elements archmuploycd,. in grou‘ps of fives, yield-
ing 26 or 32 permutations, The Biliteral Cipher of Sir Francis Bacon and the
paudot Alphabet of modern printing telegraph systems are ba‘sedu‘pon a{phab&
(hat are typieal examples of biliteral t\lphu.bvta. Tl‘fe designation dwmphc:ﬂc-
bet will be applied to one in which the cipher equivalents are t-:om.poe\!('lt any
qumber of symbols, n, taken simply in groups of two, these symbols not being
pormuted in sy stemnatio fashion to produce a complete set of 2° equivalents. l
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The bifid elements, 6'c and %, are now recombined horizontally i-n
pairs and the pairs are reconverted into letter equivalents of the basie
alphabet which, for the sake of convenience, is here arranged in the

form of a deciphering alphabet:

11 12 13 14 15 21 22 23 24 25 31 32 33
M ANUFCTRTIGZ BDE

34 35 41 42 43 44 45 51 52 53 54 55
s L. 0P QS Y NX Y Z

Cryptogram: LHLNR QTEQO REAEE DDDAW

£ It will be noted that there are four basic steps involved in the
foregoing encipherment: (1) A process of decomposition, substitutive
in character, in which each 0, is replaced by a bipartite 6,, composed of
two parts, 0'c and ¢, according to a bifid alphabet; (2) a process of
separation, transpositive in character, in which each 6', is geparated
from the 6% with which it was originally associated; (3) a process of
recombination, also transpositive in character, in which each ', is
combined with a 6% with which it was not, originally associated; and
finally (4) a process of recomposition, substitutive in character, in
which each new 6's 0% combination is given a letter value according to
a bifid alphab‘et:. In the foregoing example (e above), the alphabet for
the recomposition was the same as that for the decomposition; this,
of course,is not an inherent necessity of the system ; the dvcump(:silion
and recomposition alphabets may be entirely different. This is
shown in the example in paragraph 55d. .

55. Com.parison of foregoing fractionating system with
certain digraphic systems.—a. The method deseribed under
paragraph 54e can be identified with some of the digraphic substitu-
tion systems discussed in Section V1I. |

b. Take the message of paragraph 54¢ and let a slight modification
in the method of recombining 6', and ¢, be made. Specifically, let
the first halves and the second halves of the bifid equivalents of the
plain-text letters be combined in the following manner, using the
bifid alphabet of paragraph 54e: ’

Message: ONE PLANE REPORTED LOST

ON EP LA NE RE PO RT ED LO ST
41=L 34=H 41=L 13=N 23=R 44=Q 22=T 33=E 44=Q 42=0
2%=R 33=E 12=A 33=E 33=E 32=D 32=D 32=D 12=A 52=W

Cryptogram: LRHEL ANERE QDTDE DQAOW

If the eryptogram given in paragraph 54¢ were split in the middle into
two sections, and the letters taken alternately, the result would be
identical with that obtained in this subparagraph. The identificatior
referred to in @ above is now to be demonstrated in ¢ below.
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Moure 44, IF
s qgule
g \ . 11 I 1
Note the 2-alphabet checkerboard show g, (:1‘}71)'30{:‘;1&31
e ) 2- ; Lo means | '
the same message is now enciphered by llt-S -5 will be obtaine
sa Ssag ‘
: : i ; b
identical with that obtained in paragraj
Thus:

MANUyF | Messge: o
SR ONE PLANE REPORTED

BDEHEK

LOPQs Substitution of pairs: __NEs;
Vv WXYZ LAt! NEp" i
MoB1o| ONe=LR; EP,=HE; LAy=

MCBLY RE,=RE,; etc-

ATDowy

NREPX Cryptogram:

UsE H-0-v .

F G K g 7 LRHEL ANERE et(

F1aury 44, bet

1
cd alp f con-
& I the example in paragraph 54e, the same bifi tead ©
used for 1}

. ition.
] 16 Tecomposition as for the decomposit1o
verting th

r mes iﬁcﬂuy
rt -0 combined o', 020 elements into letters l).?l)c yC
original hifiq alphabet, ’

suppose a second bifid ““_)h;
drawn up fo, this recomposition is at hand (see par- '5 i’V
11=p 21=B 31=C 41=K 52=W
i?g R2=I  32=p  42=M 53=X
4= 24r 33=F 43 5 4=y
15=M

34=G  44=Q B=L
Y s o S
The eNCphermang, of th

© Message iq ¢ wat
Message: ONg PLANE hen as follo

REPORTED
A’lll){lgcl Jor decomposition LOST positio™
= N=13 Alphabet for recom Vi G
B=31 0=49 11=p 25514
g=§; o ﬁ‘” 41=K
=33 e 14;T 42=N
o= R=23 0 P
F=15 S=45 ;%M 43=Q
G=25 T=22 =B A44=

H=34 U=14 ggjka 45=R
I-J=24 V=51 5 =L 51=V
=K 52=W

K=35 W=52 R2B=g :X
L=41 X=53 Bl=g gj;y
M=1 1 Y=54 32=D 55=7,

v E
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Encipherment:

O EP LA NE RE PO RT ED LO ST

A=K 34=G 41=K 13=T 23=L 44=Q 20=T 33=F 44=Q 42=N

%=L 33=F 12=U 33=F 33=F 32=D 32=D 32=D 12=U 52=W
Cryptogram: KLGFK UTFLF QDIDF DQUNW

t Now encip
Lalphabet chee
0llows:

her the same plain-text message by means of the
kerboard shown in Figure 45. The results are as

MANUF|AUTOM
ETHR T 'Ga | BT L B8
BDEHEK | CDEFGH
LOPOS|{KNPQR
VEN XY Zol VW X Y7
ABCKV|MCBLYV
UIDNW|ATDOW
ToL PP N RBaR X
OEGQY | UIHQY
MSHRZ|FGK SZ
FIGURE 45,

Muin text; oy gp 14 NE RE PO RT ED LO ST

'Pher pairs: KI, GF KU TF LF QD ID FD QU NW
Ctybtogram: KL@FK UTFLF QDIDF DQUNW

The results are identical with those obtained under d above.

G + 4 the successive letters of the eryptogram of.b above }nr: (t*lr:;
I 3o monoalphabetically by means of the following alphabet,
“ults again coincide with those obtained under d and e above.

Alphabet

Cy: ABCDEFGHI—JKLMNOPQRSTUVWXYé
Op UCBDFMSG E HKATNPQLRIOVWXY

Mirst erypogram: LRHEL ANERE QDTDE DQAOW
Fing) eryptogram: KLGFK UTFLF QDIDF DQUNW

58. Fractionating systems as forms of combined substitu-
lon ang ransposition.—In studying the various types of checker-
oard substitution discusged in Section VIII, it was not apl'mre-nt, and

10 hint wag given, tha'o. these S}-rst,ems combine both subst1tut19n and
trangposition methods into & single method. But the fmalysm pre-
sented in paragraph 55 shows clearly that there is a kind of trans-

position involved in checkerboard methods of eryptographing.
H8H40H° - 44 6
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57. Fractionation and recombination within regular o
variable groupings of fractional elements.—a. This methodis sy
extension or modification of that illustrated in paragraph 54e. X .et
the text be written out in groups of 3, 4, 5, . . . letters, as prearransred
between the correspondents. Suppose groupings of five letters sre
agreed upon; a bifid alphabet (that in par. 54¢) is used for substi tya—
tion; thus:

Message: ONEPL, ANERE PORTE DLOST
41344 11323 44223 34442
23331 23333 32323 21252

Then, let the recombinations be effected within the groups hoxrj_
zontally. Thus, for the first group the recombinations are 41, 4
42,33, and 31. The entire message is as follows: .
41.34.4 11.32.3 44.22.3 34.44.2
2:.33. 8125381330 3103 3NN 2 852

Recomposition (using the same bifid alphabet as was used for th o
decomposition) yields the eryptogram:

LHOEB MDDEE QTERR HQTAW

b. As indicated, other groupings may be employed. F urthermore
a different bifid alphabet for the recomposition may be used than wrg
employed for the original substitution or decomposwlon It is alg e
clear that sequences of variable-length groupings may also be @xy, _
ployed, as determined by a subsidiary key.

¢. Trifid alphabets also lend themselves to these methods. N o a
the following example:

Alphabet for decomposition Alphabet for recomposition
A=222 J=312 S=131 111=T 211=U ll=xyp
B=322 K=112 (=122 112=K 212=N 312=_y
C=121 L=231 U=211, “118=W 218=H 313&%
P=193 M=323 V=311 121=C 221=X 321&}3:
E=321 N=212 W=113 122=T 222=A 322=R
=123 0=333 X=221 123=F 223=Y 323&1\,1
G=332 P=233 Y=223 181 =8 231=L 331~
H=213 Q=831 Z=132 132=7A 1232=R = 339=
I=T11 R=232 ?7=313 133=D 233=P 333=qQ
Message: HAS AIRPLANE RETURNED YET?
HEARSEANTS S REPEISEASNS S RSP SRS NS R SRV E'l‘?
REREINRUL IR 2 RIR 2N B2 311 2 TRiR SN R un e
AH2h S 2! iGN An 2roretanl Ol TRNSER 2 D S
32l21 23122 12121 22133 12%
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Cipher text:! XURZAC AYGFT MTBKC YFFAD ZBXF
Final eryptogram: XURZA CAYGF TMTBK CYFFA DZBXF

d. Bifid and trifid alphabets may be combined within a single sys-
tem with appropriate groupings, but such combinations may be con-
sidered as rather impracticable for military usage.

58. Fractionation combined with columnar transposi-
tion.—a. An excellent system of combined substitution-transpo-
sition that hasstood the test of practical, war-time usage is that now
to be described. Let a 36-character bipartite alphabet square be
drawn up, and a message enciphered, as follows:

MONTHS
. ey ! 3 | _ (Key for internal alphabet: HATL COLUM.
NIB2PYND BIA I_IAPPY LAND. Digits are inserted
T| 4E5F 6 G lmm?,dlately after each letter from A to J,
El73pkaqr A being followed by 1, B, 2, ete.)
R|ISTVYWNXEZ
Message:
ADVANCE PROGRESSING SATISFACTORILY OVER 400 PRIS.
ONERS AND 5-75 MM GUNS CAPTURED. SECOND OBJECTIVE
REACHED AT 5:15 P. M.
Substitution:
Y A N ¢ E P R O G R E 8 g
WN NS RN WN NH IO TO NN ES IT TS ES TO RM Ry
INGSATISFACTORI
WH NH TS RM WN RO WH RM TT WN IO RO IT ES yy
By e "R 4 g g P R I S 0 y
IM NT IT RN TO ES TM EN EN NN ES WH RM IT Ny
ERSANDS5 7 5 M M G UN g
TO ES RM WN NH NS TN EM TN IS IS TS IH NH Ry
ERANE T U R E D S E C O N D g
IO WN NN RO IH ES TO NS RM TO IO IT NH Ns IT
BT T,V E R E A C HE p
NM EO TO IO RO WH RN TO ES TO WN IO WM TO yg
aeTeb 1. 5 P M
WN RO TN WT TN NN IS

1 The reason for the regrouping shown in the final eryptogram requires g Coy
sideration of the fact that a trifid alphabet involves the use of 27 charge,
Sinee our alphabet contains but 26 letters, either an extra symbol would b, :h
be used (which is impractical) or some subterfuge must be adopted to cireyy,, "
the difficulty. This has been done in this case by using ZA and ZB to "f;m;g."‘
two of the permutations in the recomposition alphabet. In dwr)’ti“lﬂra;,m!'t
when the clerk encounters the letter Z in the text, it must be followed eiy, ,' , .
A or by B; according to the alphabet here used, ZA represents permutatio, 13: 4
and ZB represents permutation 318. In order not to introduce a break in t';"'
regulation 5-letter groupings of cipher text, the final eryptogram is regr,,

strictly into fives.

UU],. d
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The C, text is now inscribed in a rectangle of predetermined dimen-
gions. Transposition rectangle: (Columnar, based on key HAIL
COLUMBIA HAPPY LAND.)

D
H AT 1L ©TO0O L UM BTI A HAP P Y UEEE
8—1-10~12—6~17~13-20~15——5~11—2—9—3-18-19-21-14—4-16—T7

oOCFRWNHI-S3X0=X
EoOoOHWNHOoO=E==
ESoHo@EZXZ=
HozZunEmnH=EZ=
oOoHnNHWEO=m
ZoOX DX I H
WMXOXT=E=Z=2@EOZ0
HFoOoRIHZ=ZH I3
Z=2oXZEMA30
ATIHEZZEWNZ
oOxXJoHTITZWxX=
HZHoZZ2==2=
Za = n=Em
=Eo=ZZ3nH=ZH
SERID=Z=Z==33
S =Z=Z@E I =o 3

ZANAE=T A==
ZoHoHH=EHI@EZ
Z=EdHZH3OTW0NZ
HZZIHA3Xd=3Wn
uHEHH®NZZ2-30X

Cryptogram:

NEHIM TOION ONOEM NMRSO TTENR OWNIN
ISTNN OWHWO TSISI OROTN NSEMI STONH
ENNST WSWTR MRSTN THINW HTOWN SRTIN
ITWNI HRMRH RONST MRTIH NNIWM WOTST
OWSWH ESWTT NNMIS ESNOT TRMWN NHETN
RTTHI SEONS ENNMI HRNRS NHIOR ONRNE
OTOTM EMWNN OINT

FigUurEe 46.

b. One of the important advantages of this type of cipher 18 tlfmt,
it affords accuracy in transmission since the text is composed 1(;)' ctﬁ
limited number of letters. In fact, if the horizontal and vcr‘l
coordinates of the cipher square are the same letters, T,hen the zgfs-
tographic text is composed of permutations of but six d;ﬂ’ere{lt _10 2 x;
thus aiding very materially in correct reception. Tndeed, 16 1sbe dl
possible to reconstruct completely a message that has been 50 “‘Sei
garbled that only half of it is present. This cipher system wnsd uvas
with considerable success by the German Army in 1917-18, a0 v :
known to the Allies as the ADFGVX Cipher, because these WIGG
the letters used as horizontal and vertical coordinates of the cIPhe!
square, and consequently the cipher text consisted solely of these
six letters. .

¢. The cipher text of the foregoing message is, of course, twice as
long as the plain text, but it can be reduced to exactly the Ol‘lgmi}l
plain-text length by combining the distributed or transposed @'
and 6%, elements in pairs, referring to the original (or a different)
polypartite square, and recomposing the pairs into letters. In th}s
case, the horizontal and vertical coordinates must be identical M
order to permit of finding equivalents for all possible pairs.
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D. CRYPTOGRAPHS AND CIPHER MACHINES
Sucrion XIIT
CRYPTOGRAPHS

Prelim: Paragraph
SRRt e et T DT T e e i e el ()
Whe&tstoue Cipherh iy g ¢ T LT e f o Tl
Jefferson Cipher_ _ - ‘ ol g e 7 e DL 61
The ob, Wiy - S e o R T

solete U. 8. Army cipher device, type M—94. - ~c---====""""""""""" pe

59, Preliminary remarks.—The cipher systems described in the

g;:::gmg SeCt.mn.s l_)y no means exhaust the category Of complex

s Oxs, but it ig impossible to describe them all. I*jmtl.lerm.ore,

respcc:seap:fsents Innumerable possibilities for modification ln:;:nl?;'
nd for combination with other methods- In the paragrap

(! . i .
0 follow, the principles upon which certain of - the amoTe SD %

mechanica] cp i hod
Typtographs have been based will be deseribed.

Vi wheatstone Cipher.— or(i‘rlll device is & little more than four
inches in (g, —a. The : v hands, 88 e

de endent circles of
clockwise in normal
ter betweell the Z

m Figure 47 neter, and consists of a dial with
letters. Ty t.l The dial i composed of two 11
alphabetie 16 outer circle the letters progress
and the A chufmce’ but there is an extra charac Lo spaces also
have di it Making g total of 27 characters. Some of t;ers In the
inner ci%lis !mscribed in them, for enciphering mm}l) tic.seQuence
and m-el'c 6 the letters are !u'r:mged in mixe alpha ;asure, or on
nserik ‘ ‘ - o'
a detachah]q ed either on g surface whi

ch permits of ™*%) roplaced
b cardboard cirele which can be remove 47 this
by another circle whic

mner Seunn

: Figure
ll‘c.l © bearing a different sequence- e d from the
keyword ©0 is a systematically mixed 564U
RANCE; as follows:

nee derive
1l

S

|

nxw=
S ox
a2l
<omXm=
= HQlu
MO CEo

Ve EJQX

FBKSYRDLTziGMUNHOVCIPWtl1
ieally, 48 are the hour

b. The twe hands are pivoted conf:erl;ﬂ(fli;ci, the minute hand

and minute h w, 10 ,
and lesi- oW kes only
e complet: ;)(fvzhfg);n, while the hour hand ma Yo

i complete revolution; the action in the c:;s‘? OfrZillz odz;:r(z %2)(;:;_

?)‘(:Zr(iel;tlsomQWhat differént' g o ihfﬁz }I;f:tio;s of the latter affects
: ou, :

the fol'm)e:r?f tslg::cleoxzﬁeogz,t ;ltcircli has 27 spaces and th{a :nner olne

only 26, by a simple mechanical contrivance each comp ‘e e fe‘fo u-

tion of the long hand causes the ghort hand to n}ake 1% revolutions,

thus causing the short hand to point one place in advance of where
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. ion O
it pointed ab the end of the proce(!mg m‘mlumot,nhe outer Gﬂc:nd 8
For example, when the long hand 18 over - 0 it the 1ong o
the short hand points to R of the mner clrele; Omplete 1'6‘7.5e plllf’
pushed clockwise around the dial, making & f tion clock™
the short hand will also make & complete 16v0 u 1
one space, thus pointing to 10}
¢. To encipher a message, the long hm.ld an ‘
set to preun'nngul initial positions. It 18 US”‘_’C of let’wrs;mdis
plain-text letters will be sought in the outer elr . Jong kw19°
the inner circle; and .thﬁ 0

cipher equivalents in A
1 the same directiom,

invariably to be moved i1

N
b‘uppose the message to be enciphered is SEND AMB:{HS direr‘lﬁ
FORWARD. The long hand is moved clockwise until 1 orb ha?
over S on the outer sequence. The letter to which the Sh’I‘hen L
points is the cipher equivalent of S and is written down- Jetter
long hand is moved clockwise to a position over D v on ¥
which the short hand points is noted and written down- double
i/({)ub;o letter occurs in the plain text, as in the cas® 0 el as Q
iy t:)h {:XMMUNITION , some infrequently used Jetter, SU° 1,
1Uf? o substituted for the second occurrence of h¢ lc_f/ s
; :rcitgl:ler a,‘.n‘lessage, the hands are returned to their init1d
thebshorltzol?;‘;?ln;:)i?lrtlag ttglt(flrlle%le long hand is moved CIOC'kWIS?s the?
g ] rst cipher letter; the long hand =t
y over the plain-text letter. The process is continu® o

all the letters have been deciphered. 2

d. A consideration of the foregoing details shows that the encipP h.el"

ment of a SR
ESR message depends upon a combination of the follow?

FIGURE 47.

reﬂ,l"
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(1} The sequence of letters in the outer circle. In the case just
considered, this sequence must be regarded as a known sequence,
since it consists merely of the normal alphabet plus one character.

(2) The sequence of letters in the inner circle.

(3) The initial juxtaposition of the two sequences. _

(4) The exact composition of the text to be enciphered, since this
will de'termine the number of revolutions of the long hand required
to encipher a given number of letters of the message.

¢ Itis obvious that if the outer alphabet is made a mixed alphabet,
as well as the inner, hoth being different, the eryptograms will be
made more secure against cryptanalysis. : :

1. .The same results as are obtained by using the device can l?e
obtulped by USiIlg Slidi]lg‘ Stl‘i[)s of paper, pl‘OVidiIlg the opcra'tor \vlll
bear in ming that every time a 6, on the plain component is situated
Tockss to the left, if the correspondents have ag! Il
Cl0CKWISe movement, of the 1 ong hand, or to the right, if they have
agreed upon g counterclockwise movement of the long hand. .

- Jefferson Cipher.—a. Credit for the invention of the cipher

e R 1
:izten} i}nd device now to be described belongs to Thomas icgelszﬁ,y
origingl iny : . dependently invented ma
yoars later ( entor, although 1t was indep ' 34 Dagorics,

; 1891) by a French cryptographer, Comumand
aCn(l1 still latep (1914) by Cupta?;n Parker Hitt, U. S"Alsll'yl (l;;)rz
olonel, U, g Army, Ret.). Because it was first described 11 P
Y oJe S

‘ : stem is
l()zzocll)' by B&zeries, the principle upon which the clpl?.eers ?)yrinciple;
. etl 'S Usually roferred to in the literature as the B@Zf"liln T e
Jlf‘-}‘ ‘10 sake of historical accuracy, however it is here

@ LeIS0n princip g,

(3] basis Of thj. . . . o o) S
%y : s prineiple is the us .an readily be
desired) miyeq e ;Z;lzilznged in o sequence that can

hole set of 20
Flfoinged ) these can be used in the enciphermen? ﬁf f:Lxl;;’hlabe‘ﬁs' PG
°"OIS With ong anq the same displacement © i 6?ent; displacements
cessive encipherments are ﬂccomplished with differ
of the albhabets_ e device using & total of 36
. " ) &Y. i
1ereas Jefferson contelnplawd vﬂnblﬁ disks, the ono Bazeries

differ

descell iegltlalphabets mounted on rovonte J in the same manner.

'Ihed s mou v
used only 20 alphabets . Military Intelligence Divi-

f the device among Jefferson’s

f a set of 90 (or more, if

' The late j
r > John M. Manly, Ph. D+ ko
;on, U.s A di.gcoVMedl fr’, 1922, & dcscu;);,;ollit‘;m 41575, Jefferson’s Papers).
8DETS in the Tiheaww o rosEl (VO £900 sting item, see pp. 189-91
B0y ol‘aphotogg 114%bra1y Olf ccm(g;g of this histol'_’c“u} m::g\::l)\t[l«":gm ’I'h,c SigI])nal Corps
Of Articley o bs TOPTOCNS 0T Gryptonalysie TeET ington, 1942
cles on Cryptography and 0CSig0, Washington, 1942.

Bulletin, Signal Security Service Publication,
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82. The obsolete U. S. Army cipher device, e o
This cryptograph is based upon the Jefferson I"'iHCiple’ st .mixed
&lpl}abets on small aluminum disks. It was widely employed in ov"
m]h.tm'y servico and to a more limited extent in other U'.S' i
until very recently, when it was superseded by better devic

b. Because the basic principles involved in such & cry ptograph if*
extremely important and have a direct bearing upon modorLb A
raphy, a detailed description of this device and its mcthod of employ”

ment 1 , :
ent will be presented in the next section.
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Secrion XIII
THE OBSOLETE U. S. ARMY CIPHER DEVICE, TYPE M-94

Paragraph
0 ) P S iy B I R e S T A S S o ot/ S el O e e 63
Genera]dCSCI‘il)ti()]l__ﬁ_iw_'Vﬁ g o - ok gl RS S R AR SR 64
Necessity for key and providing for changes therein__ . -ocvmmoonn 65
Detailed instructions for setting the device to a predetermined key - - - ----- 66
CPYI)tOgl'RI)llillg a message. - S e ey e N oz’ Lotoas A8
Cryptographing abbreviations, punctuation signs, and numbers...------- 68
Decryptogmphing a message. . e sk 3 L e 4

83. Issue to Students.—When a student who has been reglllfﬂ:ly
enrolled in the Army Extension subcourse to which this text applies
reaches this point in his studies, one of these devices will be tempo-
m“ly issued to him for use in connection with the lesson assignment
d'ea.lmg with it, The following description of the device and instruc-
tl(?ns.fo-r 1ts use will be clear when he has the device in hand. Tl}ey
C_OlnCIdO with the deseription and instructions employed in training
literature applicable when the device was in effect. g

4. General description.—a. The device is made of aluminum
alloy and congists of the following parts: y
o ( )1 A ;‘-(({ntml shajft, the left end of which terminates with a project-
& shoulder, the rioht e * which is threaded; ; :
(2) A set of 25 (L?ll)l;z}:bl;;itzfs/z‘sf on the rim of each of which there is
stamped g different, completely disarranged alphabet; e fr
(3) A guide-rule dis r, consisi;ing of a blank or unlettered-disk from
which there Projects a guide rule;
@) A retaining plate, consisting of a thin
which are stamped the name and type number of
(5) A knurleq thumb nut.
3 Eﬂsh 1disk has a hole at the center suitab}l)(; frevolve 1
central shg ic disk can :
cirels of 26 oquidistant slota; tho right face is cuppeds A0E SEES P
0ne point, on' 1tllu Sy Sl'Otb,f 11;1 is cﬁP a small projecting lug. Thé
SRR 18 1nside rim 0 ) on tho disks are assembled
rule disk also carries such a .lug'- :th ono of the slots on

upon the shalt, the lug on each disk engages W1

jacent dj A e disks can be held in engage-
the adjacent disk on the right and thys tl;re Sclje\wing down the knurled

ment in any degired relative positions PY SCTEVES tween the
thumb 4, against the retaining plate, which is inserted betw
last alphabot disk and the nut.

¢. When the thumb nut and the TetaInzs & :
alphabet disks are taken off the shaft, 1t will be noted that each al

phabet is stamped on its inside or CUP surface with an luidelntlfy(ling
symbol consisting of a number that 1s above the central hole and a
letter that is belgw it. The numbers run from 1 to 25, inclusive, the

disk upon one surface of
the device;

or mounting 1t upon
forward or

taining plate are removed and the
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em
s . \ nbOlS are s
letters from B to Z, inclusive. These syt be asse

isks are §

designate the sequence in which th'e zlll)'hgbgfy(li’ltogl‘&phing m(;ziﬂgtﬁi;
bled upon the shaft in cryptogl‘ﬂl)l}”lg oL h eb ol may be ised Lerical
as described in paragraph 66. Either sy 1?1 s the nuik
purpose (as prearranged) but for the pres ot
identifying symbols will be so used. fing for chang®s thegi);ks; €

685. Necessity for key and providing o of alphabed oy
Messages cryptographed by the same Seqllenc-, od an fficient ©
remain secure against solution by a ‘YOII-OI'gllll-lt,AtiIlle- Tbi T
cryptanalytic section for only & 1'01:11’1\'(“l.Y‘Sh‘”l ends upon ¥ s o
to state exactly how long, because S(')lumon ¢ Cll)d Jace the Inlmmn it
of variable factors; a conservative estlmatq wou ‘ 5 ¢ this Teasiho
at six hours, the maximum at two or three dﬂyst.ime and the10®
is necessary to change the sequence from time to A t; o b
for determining or indicating the new sequence o ho are use
in advance and thoroughly understood by all W
instrument. ; ble

b. The sequence in which the alphabet disks are nSSelm g ch
shaft constitutes the key in this cipher system. All be an 10
key is to take place, exactly what the new k"3}’ wi d termin® t’ i
moment that it is to supersede the old key will be de® nal © eratlo
proper commander and will be communicated 11 e 3
instructions. vice t0 a Preé

66. Detailed instructions for setting the de' o based I}POD
determined key.—a. The method preseribed h_erem ll)e s 00T
a keyword or keyphrase from which the sequence of num ptaine by
ing the key for assembling the alphabet disks can be - employ
following a simple, standardized procedure. The reason e will, &
ing such a procedure is that it makes it possible t0 s (iifﬁclllt to
relatively long sequence of numbers (which would be ber) 40
remember) from a word or phrase (which is easy to -remeforln upoP
thus eliminates the necessity of carrying the key in w1"1t,te¥1 i 1
the person. It is this basic keyword or keyphrase which 18 © :
cated throughout the command in signal operation instl‘ucmonth'e Kkey*
exact method of deriving the numerical key sequence from
word or keyphrase is given step by step in b below. —IINESE

b. Assume that the key phrase so communicated 18 cH od in
LAUNDRY. The following are the detailed steps to be follow
deriving the numerical key sequence:

(1) A set of rows of cross-section squares, 25 squares in each T
prepared. (Prepared sheets of ¥%-inch squares are suitable.)

oW, 18
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.. 25 are
@) In the top row the series of numbers 1, 2, 3, .
inserted, Thusg:

22(23124(25
112(3]|4|5]|6 718|9 10]11(12(13(14(15/16/17|18/19/20/21

i otters of the key
(3) Beginning under the number 1, the successive letters o

ssive
X er the succe
phrase are written i, the second row of squares, und

numberg, Thus:

. 23|2425
3|4|5|6|7 819 (10[11{12(13(14(15(16(17(18(1920[21 /22
HYE N|D|R|Y

\\%N____

\

iti il there is a letter
(4) The keyphrage is extended by repetition until

letters.! Thus:
under the Dumber 25, making a key sequence of 25

2(23|24(25
5|6 7?9 10]11/12/13/14/15|16/17(18/19(20{21|2

L|A[{U|N
EIS|E|L|aju|n|p|r|Y|clH|T|N E|SIE

(5) The le
from Joft, ¢
letter ocey
first in t},q
Ulustratiye
4ppearancq
its seconq a

e now to be nu;n.bcred ser(l;lcll};
R o, v
ey S e i s s 2
ki? )JTX S'eq:lc'rsmf(; g;?]clé?z;})(f I;;hle ;imv?ber 2 is written unde
1?1)01\‘1'1::.111001,1 :l‘.l(ulusz

324125
20[21[22/23|2
3|14(15/16/17/18/19 Ll AlUlIN
I 2|3]4[sTel7Ta 2 LA y(c|n|z|N|E|s|E|L|A
Ol oo v [ = .

: The key sequence
| , Iphabet is B. The o this letter
(6) Ty y in the ordinary alp he letter B. Smc. ined
: he next, l('gtter in if it contains th e, the latter is examin
is carefully exam.lned to Seem-uti"e key seguen&e’l » occurs twice in the
;loes no.tfullzpear:n_ thetllllleusietter C. This le
0 see if j containg

(ters, those
ini than 25 letters,
: d or phrase containing more
If the key consists of a wor ik
i
after {he 25th letter are merely o
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illustrative key sequence and the first C, therefore, is assigned the
number 3, the second C the number 4, Thus:

a0 L SR

1]2[3]4|5]6 7|89 101112131415 617]18]10j20/21[22252425
N|E EE!}: A{u|n|p|R|¥[c|u|1|n|E|s|E|LIA[UN
DS
which, being

(7) The next letter in the ordinary alphabet is D,
present in the key sequence, is assigned the next number, anq $0 3“'
Thus, the process is continued until each letter has been asmgnekg
number. The work must be done carefully so as not to overlo‘i){ .
single letter. If an error is made in the early stages of t'he wol ,fu
necessitates starting afresh. The operator should be eSPecmH y cqre
with the letters which immediately follow one another in the or dlﬂlil‘alz
alphabet but are present in the key sequence in reversed orders A ses
ED, FE, ON, and so on. It is easy to make a mistake in sucl‘l 321%
and to assign these letters numbers in a sequence that i the 1
of what it should be. i the

(8) When the numbering process has been completed and llet.ter
work has been correctly performed , it will be found that every
of the key sequence has a number under it, and that thf’
number that appears is 25, If this is not the case, it is a1 o snad
signal that an error has been made. It cannot, however, be a'SE_;u tost
that so long as every letter has a number under it, with the gJ?f:
number 25, this is immediate and conclusive proof of aceuracy n,t if
work. The operator should wnvariably check his work; better yck’ey
'two clerks are available each one should derive the numel'lcalu n
Independently and the final results should be checked by cmnpurlbfiJ )_-
: (9) The keyphrase selected as an example in the foregoing deacrtt
tion yields the following numerical key:

IS P e

C|H|I
3

T

21[22 25’2/4 e

E[L|A|UN
o152 [241°

1]2(3]4]5]6]7]8 910[11‘1213141516 19]20
EEINESELAMMD_Eﬁ‘ NlE|S

£kl iy g
|3 [1012(16 6 |21 7 |14]1 |23127] 5 [20/25 4 1113188 |22|

17|18

[

(10) It is this sequence of numbers which indicates the order 1
Which the successive alphabet disks are to be assembled uPO™ IS
shaft from Jofg to right. Thus, according to the f()regoixng key sequenc®
alphabet disk No. 3 comes first, that is immediately to the right ©
the guide-ryle disk; alphabet disk No. 10 comes next, and 50 O™

Phabet, digk No. 19 is the last in this particular key ,and after 1t

as been placed on the shaft, the retaining plate and ﬂ,mmb putb are
added and ghe latter screwed down a distance sufficiont to keep the

assembly together and yet permit of revolving individual disks freely
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: : in either ervpto-
upon the shaft. The instrument, is now ready for use in either crypto
raphing or deerypto raphing messages. . : |
g 63- O{iyptogrgll)hiig 8 message.—Suppose the following message

is to be enciphered with the key derived in paragraph 66:
C0 3D INF

HAVE Just
552-592 RoAD §

REACHED EASTERN EDGE OF WOODS ALONG

OBSERVATION.
WILL REMAIN IN CO 2D BN
|
6. The messagp i written down on the work sheet urlld'firrflee?gl; :1::;
key in lineg of 25 letters each. Space is left under each
insertion of cip

i ion with abbre-
her letters, (For procedure in connection wit
Viationg and ny

3 . 68.
imberg appearing in the text of messages, see par )
Thus:

e 25
ma 91011 121314151617’18192021222324_
L A Y e g e e AlU
CHINESELAUNDRYCHINESEL -
T e e i 5|2
31012166217141231752025411131882291 2
.::k::;::‘:::,::_ clu
COTHIRDINFHAVE U|S|T|R|E
E[a|s|3is~— o|n|c|F|I
EASTERNEDGEOFWOODSAL

=32 F i

i =y
XEFIVETWODASHFIVENI
C Al g ”EEE;VITLE
EADW?I?REMAINlﬁo ——
Nelo|s Elclo|n|p BIN) | | ] 4+ ———

T v e |
E BE £ y one, the first 25
B

t, one b y
the shaft, i horizontal row
revolving the diskl? L;I; gnto form a continuous
g
© message are &

: inder.
tside of the cylin
letterg of ¢ tt, to right along the. O;Inzrking e
of lotterg reading from le t”d yéryiconvenientin the eyes of unneces-
}}Ifiuiﬁe‘mle will be]a[)i(;:g aligned, thus relieving
Which thg letters are

i ter 8,11 25
ing the chance of maklng errors. Af
sary stram’ and reduer
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letters have been aligned, the assembly is locked in position s0 th

no disk can become displaced accidentally in further manipulation

The row of letters is immediately checked to malke sure t{a

the cylinder.
w disks while manipulatzs

no displacement has occurred among the first fe

the last few. .
¢. The outside of the cylinder now presents & geries of ?ﬁ rl(;_“éz'
letters, of which 24 rows are fully visible, the other two pgmg wsE'
or partially obscured by the guide-rule. One of the 24 yisible msai
the plain-text row that has just been set up, and the other 23 rowlair
cipher-text rows any one of which may bo selected to represem the P
One of these cipher-text rows is solected at random AT
ow of .Pla:“:'

text row. 1
letters composing this row are written underneath the T
ing the roW beginnini

text letters on the work sheet. Thus, suppos ; A Lo
LYEUJ ..., has been selected, the first cipher line will et

follows:
olz1[2223%4
S(E|L]|AY

o2 0 [15|2 P4

s1e171
H| | N
T

USTRE €%
ol f sl e

elcin|a|P|F

L —

1011/12(13/14
U[(N

23|17
F|H

19
E
8

R
14 20

ool i=I8

<|lZll~|®>| 0
=l el
z|lallalalh

—

|

| & |

v
25
E
Y

\ o =)

N F

“«H|o|m|a
o|m|[N¥|wn|oe
~wlollalml 3

o Q'(A aQl -~
=
o
= =
aclzlzl=z]s

1 0
It is not necessary to make any record on the work sheet ais tte
ected

.cip.her-text row (above or below the plain-text row) was 8¢ cipher
is it necessary to indicate it in any manner whatever 1 4
message.

d. The thumb nut is loosened, but not removed from ewed
The next 25 letters of the message are aligned, the thumb DU #
down against the retaining plate, the letters in the aligh
checked, and again any one of the 23 visible cipher—text roMRI the
tl'le one used to encipher the first line, is selected at rand? ) der
cipher text. The letters in the row selected are written ¥ unl 3
the.second line of plain-text letters on the work sheet. Thu o
posing the row beginning KZBYJ . was selected, the work 82
now appears as follows: i :



N
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112]3]4]5(6|7]8|9|10[L1[12]13]141516]1718[19[20[21 22232425
CH|IIIN|E(S|E|L|A|U|N|D|R|Y|C|H|I|N|E|S|E|L|A|U|N
3 /1011211616 [21) 7 |14| 1 [23(17| 5 [20(25| 4 [11[13(18| 8 [22| © [15| 2 [24]19
EEEEERD N|F|H|A|V|E|J|U|S|T|R|E|A|C|H|E|D
LIY|E|U|g|p|g|N|y|p|a|B|F|¥|N N|H|P|F|A|c|P|C
E)A|s|7|&|R|n|E|D|c|E[0[F|W|0|0|D|s|A|L|0|N|c]|F

A12[B|Y|J|1|a|H|N|s|R|A|N|D|J|M|E|F|S|Y|R|I|T|S|N

foz;tgllﬁs process is continued in similar manner with the third and
1 lmes of the plain-text message. [t should never be made a
Practice to ““fapor”, that 18, frequently to select @ particular cipher-text
10w .above or below the plain-text row. As irregular a selection as
D OSSlblf’ should be made, and the selection of the cipher-text row
tmediately above the plain-text row or immediately below the lower
e‘d 80 of the guide rule should be avoided. Supposing these instruc-
:ﬁ)ns'to have been followed and that there has been s'elected for the

6 cipher-text, row representing the third plain-text line of the mes-
Sage the row beginning RAMTI . . . , and for that representing the

fourth Jine, the one beginning PINSY ..., the message now stands
as follows;

112|3|4|5(6 o [Lo[11[12[13[1415/16[17[18]19[202L 22232425
CH|1|N|E(s|E|L|a|u|N|D|R|¥|c|H|T|N|E|S|E|L|A[VIN
311012016] 6 [21[7 [14| 1 [23]17| 5 [20[25) 4 [11[13(18) 8 [22[ 9 [15] 2 2419
¢lofr|u(z R (D |T|N|F|u|a|v|E|J[v]S|T|R|E[A]|CIHIED
10| TH| T AV S = -
LIY|&[u(s]p (s (n[x|p|a|B|F|¥[N]E|c|N|H|P|F|AIEIFIZ
LAl O 54 0 5 S R o e ey e
ElAls|T|E|R 'DGEOFWOOBEiiiﬁ_
——= T I|T
K|z (B (v |s|z|a|n|n|s|R|A[N[D[I[M]E|FSIYIRIZ
——— ——~————"’”—"—E?€ I|IN|E[T|W|O|R
VIE[F|1|v e[z |w|o|D|A|S[H[F[TIVIEIT] T
—~—— B g plM|x
R|alu|z(r|o|m|o|k|E[N|C|S[H[C]SIPIT

—— —— = wlalzin|z(N|o|B|S|E|R|V|A|T|I|O
O|a|D|w|z|L|L|RE[MAIT I
= e ot F|H|E|Y|T|B|G|P
Pla|n[s|y|v]a[W]UlCIH]¥

i t enough to
o o loft only 11 letters to bfa enciphered, no :
m{;k;l slzl ?zr:m{glete row of 25 letters. This, however, makes no differ-
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. oly aligned and a cipher-
ence 1n procedure; these 11 letters are merely 'ﬂhgnledrow beginad
text row is selected to represent them. Supposing the

: llows:
URZGH . . ., is selected, the message now stands ﬂs—ffj_‘—_____
i o1 el olool21]22]23[24125
1|2|3(4|5|6|7|8 910111213141516171819395}3;__UN
——] e k! G B SRS — PUR— — e T Y | LA
CHINESELAUNDRYCHI_EEE_E_,;E;I—E;
et Rl e e e B B A v
3|10[12(16| 6 21| 7 [14] 1 [23/17| 5 [20/25] 4 1113£§fiiiii=:7;355—
e Bl EES B e e e ] e e e e e e e e e e C
cOTHIRDINFHAVEJUSEEEﬁ,E?E
)R e o Sl K WA o4 B .
LIY|E|u|J|D|J|N|Y|P|o|B|F|v|n|E|c|N|H|P|FIASITA
0 P e e e e B B R O R PR PR P T I
E T|E|R|N|E|D|G|E|0|F Oofiﬁigﬂggg
K|z|B|¥|s H|N|s|R|A JMEEEEEE,»~
= Bz i — <= rlw|o|R
V|E VETWODASHFIVENIEE,»E]
P ox i E
R|A|M|T M[O|K|E|N H|c|s|p|u|X|H|T|® T
BRESC
0 alz|]0
0|A I|LIL|R|E|M|A I|n|o SEEX”EEG
Py = K
PlJIN|S|yY|via|w|ulclu H YTBEEE///’
E(c|o|N|p|B|N| | | BRI -
UIR|Z|G|H|E|J|q|s|M|D i R

in
: e form
g. The cipher text is now to be copied on the messag
5-letter groups. It is as follows:

LYEUJ DJNYP QBFYN ECNHP FAGPG
KZBYJ IAHNS RANDJ MEFSY RITSN
RAMTF OMOKE NCSHC SPMXH TEXGM
PJNSY VAWUC HYFHE YTBGP YKGMG
URZGH EJQSM D ncmnpwm

h. The last group of the cipher messago is, however, H’O,t ’ sé are M0
group of 5 letters. It is made so by adding four X’s. 7 llf ot cipher
to be cryptographed; they are added merely to complete the &
group. The final message becomes as shown below:

LYEUJ DJNYP QBFYN ECNHP FAGPG
KZBYJ IAHNS RANDJ MEFSY RITSN
RAMTF OMOKE NCSHC SPMXH TEXGM
PJNSY VAWUC HYFHE YTBGP YKGMG
URZGH EJQSM DXXXX :
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The message as it now reads is but one of many dlffog'cntnf;jlgzs (:2
which this same message could appear “’Xf'm'nflny ’1 ipg forbeach
exactly which of the available cipher-text rows is selecte
line of the encipherment. : i

68. CryptogI;aphing abbreviations, punctuation Slﬁf’ozzg
numbers.—a. Authorized abbreviations al,peurulg' = tions with-
nal plain-text, message may be enciphered as abl\)_;cvglmm Sch=
out periods, Examples: Am Tn=AMTN; E. V.
EVBROWNSC1I. _ , the punctuation

Norma]ly » the writer of a message spells OUL‘ 1}0(_?[)p COMMA

signs he wisheg transmitted, as, for cxalnple, ‘?T ’tso spelled’
COLON, ete, If & message contains punctuation s1gflsts}]i10 e
out, the message-center chief must indicate whether they
omitted or spel]ec 1 transmitted. . i

c. Cardinapl an(} ?):(l{i?lz{llflllnbel‘s when spelled Ou‘{ mtlletg;rss;l;l]gi
origina] Plain-text, message are always CHCiphe.red L {hé original

d. Carding] numbers when expressed in AETRe, 1': by digit, in
plaj_n-text ]nessage must ﬂvl\vﬂ,ys be Spelled Out; dlgl ¥
CI'YPtOnghiIlg. ]Exmnples:

4=TOUR

0=FOURZERO (and not FORTY) OUR HUNDRED)

Y00=FOUR 7ERO ZERO (and not T

455=ROURFIVEFIVE
450.7~758.8:1«‘0URF1VEZER0POINTS,EY‘E 5
FIVEEIGHTPOINTEIGHT
~TW()ZER()ZEROI"IV}‘*
=ONETWOZEROONEAM
515 . m. < RIVRONERIVEPM L0th, whon expressed
o4 iz e R uumbe;)togra,phcd Hlere_b’_ as
in figureg fOHOWed by “d” or “th’’, ,},‘l-e”cl(;{l “th.” ’Ijhe.omlSsIlcon
digits spelled oy, without adding the df sion or ambiguity. Xx-
of the (cdn or t]]:} “th? will cause no conlu

ACKTN;
—SEVENTHP ;
11th Regt: -

. 403d Am 10=
AMTN, ONEONEREGT; oo i :
—pd as described under para-

: bled accordingly.
isks 18 assen ; ;
graph 66, gnq the sabok alphab}t:gdd;: {:;ritteﬂ down in lines of 25
Th

(4] m 89,0 ()(7[ﬂ'p .“(7 I(’} ‘) Ulldel‘

i cipher
ters, on crogg-gection Pupe;'pla,in-texb letters. Using the cip
each line for the insertion o

HASHSEVEN-

2. Decryptographing a message:

3 lope
key phrase, the numerical key is deve

5804050 —q 47
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message given under paragraph 67h, it appears under the keyin the

following form:

T o012 RaRAT
1]2|3]4|5]6 718|9|1d11p213141516}31§5§§9§fﬂ”
o o i i Rk It Bl et it 5 s o AlulN
CHINESELAUNWRYCHiliiEE %
I SSSAN S S JRES | SR /A M RS R M e e SR = 22
3 [10/12[16|6 [21|7 [14]1 [23/17|5 [20125]4 1113188 229 |12 =
i — — ;’,—‘:f—‘::::—” (¢!
LY |E JDJNYPQBFYNEEEE£ELJ
- L s R
KZBYJIAHNSRANDJMEEﬁLELJ
MRS I I O I e PN L
[Tl o Two x [ [w (e |5 o s 7 [ E A
L T e
PJNSYVAWUCHYFHEYTBEEiE”’
ulr|z[c[alelsalsmol | | || | | LT
Ehaih edevice,

~ t :
thb.lThc first 25 letters of the cryptogram are set UP .OI;b above the
‘_’d ettlflrs ben.lg. aligned in a row from left to rights ]l}l down the
%}llllll nc:—}-)r e. Fixing the disks in this position bY soeli rbackward
e 11111‘3, the whole cylinder is turned slowly, for"" these 1OW
e s 7?;;/ loz‘gmf lett(.ars is carefully examined. nle
read intelligibly all the way across from " oe ciphe

;1; t‘&t;‘sls t'ilzezz“lfexhich gives the plain text for the “f)n the Wor
ers are i . i ich . place
elieet, gtving tha folowing 1o 4B thelr PFOPer ¥

1(2(3]4]|5]6 101 1)1917] ////GJE
7|8 9103512131415151718192021533“-—
clu|r|n|E|s|E|L|a NFEYCnggggbﬁil
3 [10[12016|6 [21|7 [14]1 2—3115552111335’8“55?E32,4£
L|Y|E|u|g|D|s|N|¥|P|Q(B|F|v N ijfgii
clojT|H|T|R|D|T|N|F|H|a|vV]|E|s|y TREI?EEB
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¢. The thumb nut is then loosened, the next 25 cipher letters are
seb up, the assembly is locked into position, again the whole cylinder
= Slow_ly revolved, and the plain-text row of letters found. Thcsc
are written down in their proper place and the process is continued
with the rest of the cipher letters until the message has been com-
pletely decry ptographed. :

d. In the case of g cryptogram the last few letters of ‘V]“,Ch (.10 e
form . complete set of 25, if any difficulty is experienced in picking
out the plain- - . : hg part of the mes-

text row, the context of the precedit
sage should o

i i ative message
ve a lue he case of the illustra
above, it she good clue. In the t the eryptogram
are not to tq

uld be realized that the last four letters 0 dded after
be decryptographed, since they were merely adc : ;
cryptogmphing to make the last group of the cryptogram a complete
group of fiye letters, They) are omitted from the work.sheet. Th
¢ The plain-eyt, Messsze g then copied O f Messase form: 1 .‘fc
code clork may, if am’i‘]‘mfi’y(\(i to do so by the mcssage—cente\l' (:'1';1(,E
convert humbers, which }midi to be spelled oub in letters to permit O

ety abi s, Abbrevi-
1.( 1 (,l.Yl)L()gl‘il‘])llin(r into their cquivulellb Arabic figur i
ations g (| Punct, g, into the Hans st  octly 88 they
’ © : = 2. ho T,
stand i uation signs are,

nt
¢ decry ptographed message.

Sperion XIV

CIPHER MACHINES Pumm;»(l)l

y : § jeation- - -
'Ilflr'lli)l?ltun'e? of Ciph(}l‘ machines in modcl'll cryptogmphlc AP 71
Sllb :‘I)()Hl-t’l()]h(:il)ll(ﬁr ]nil(ﬂli]l(‘; A e S e T 79
Ma:hl'tum()n"dl)hcr 111‘1011in(\-“ T R4 S g T 73
Mach;iie &ﬁ'ording only 1,101;0;;11)1m1)et,ic Slll)rjtitlltl()n_ i % S o d b 75
The ad = aifordi“g I)Olvalphal)etic sul)stitlltm“‘-l— . w:s _____ B e 0L - 75
Vantages anq disadvantages of eipber machines- ryptographic

70. Im . pg in modern C .
) portan er machines, : h 1 e—f of this
commuhicationce (’)Jflmplljmm‘ks made in paragrap
—The rema

; + are believed to be suffi-
LU\L, regard; ; il the art, ar l s
cient o p.. 18 the present brenc® ', o jmportance of aknowledge
of th © 8ive the student a clear ide® (;na('hines as adjuncts to modern
> 3¢ A . . L /- 7 :
¢ uses and Timigations of GIPhCH in this text only observa-

cr 7 s y P ever

Ligé)togmbluc communications: H‘;‘Xdc 1rc aving for a future text an
S 2 ) .

of g general character A% b(involved in the construction and

OXPOSition of q.4.- oeiples ; TN ety ol
Opcl‘nvtionl Ooff detailed 11)111;32;1’ More and motle.tajotelqtlloln 1srotl<))dl§11y
) v ] -
1)eing (]evot(\(]&t fet‘iv e);;tm,se of ery Ptograp,hy an_lll 4 lllg, " Y(Il) b = \ i
that wihiy, }Ll O URIE }uturc cipher machines will replace code books
he near tors.
to SiT . ,r headquar
v la%(' extent, even 11; IO‘Z: machines.—These are rarely encoun-
tel-(\(].. tlff?lsposflt[;}zﬁ:ﬁ gmtcs patents disclose but one example and
>ty 11es o i g

80 far as is | no actual machine has been constructed conforming
{Nnown
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to the specifications covered therein. It may be said that SubStitl.l-
tion methods lend themselves so much more readily Lo'a‘upo.matlc
encipherment than do transposition methods that the pOsSll,)ll.ltles L
the construction of cipher machines for effecting transpositions are
almost completely overlooked. Basically it would seem that & ma-
chine for effecting transposition would have to include some ;SICMIS: o
“storing up” the letters until all the plain text has been fcddlrtl}to
the machine,” whereupon the transposing process is bogtie @ b ;
letters are finally brought out in what externally “‘BPCMS a _03
randomized order. It is conceivable that a machine might be (10¥1sle
in which the disarrangement of the letters is a function mc:,rcl};()) :'ulﬁ
num}x_ar of letters comprising the message; daily chanses o L]lbnznts
domizing machinery could he provided for by resetiing e
controlling the process, st '
'72. Substitution-cipher machines.—a. The Sllb.smumon 111)111112;
ciple ].(mds itself very readily to the construction of cipher 31.8«0 7ok
for effecting it. The eryptographs described in the proG Al
sections, as well ek B merely S8

as the simpler varieties king use
. : b er varieties making A s
or more superimposed the nature of L

operated substitution dimc{llb o -
cm'moL be employed for rapid or automatic C]_thogl'“‘f’l_“c n?{mtlil())ul-
li‘Lt}()lls, and are quite markedly su«'(; ytible to (\1-1-;)1-5 in their opera m(lzli
}101‘ a long time these defeots hav ll cen recognized " otomatie
1ave striven to produe P | h"-‘, e ot
their functi(min(r. J ‘
rule, realized hic
nor have th

y concentriec disks are 1
-cipher mechanisms that are

| ¢ and to perfect device
; . ors

lowever, the would-be invento fron

complexity of the problems €O

¥ - i ’(i
108/(311()( 2 o . . h L]l(" ne
owledge I these problems wil

with it g f BOtR T anrsisn getical G2 L -
nnalyls:iss mi}ay limitg; &nrlh(um(“m] ’;"‘l P ctical Cl‘}tpt
With its i 2 theoretical as we ’
! L1tS wide POssibilitjeg fm_( Lll( . e seaissof human mgenmtyd

or the exercils Jucing & 800

Howcver, when the Prob] )
3 2L . : a
oTop Wl atmc]{edom of developing and P Jhic and crypt-

3““5[“‘3 fngin%l‘ing staff }}-7 ;L competent cryptog i chines can be

eveloped. T 5 e I o v o A e ad

in act& 1 Ab this Writing S{,nly efficient_ciphet chin
al use for practi, Ome vory excellent M&

b. Tt is obvious g\ Secre icati
. b 15 obvious thyy auto b communications. o should be
equipped with g ke m .

FiPREC With @ keyhogq tic devices of this DAY, licating
hat of an 01dmz_u.y 6y pewit ome kingd, pesembling @ S
tion these machi er

speed in operation, suel,

anid 1
168, Iyst, o ‘urthermore, for m-pldg affording
ACtuate ,chanisms 3
: . 88 elegty: ated by mechs
electromagnets, ete.
73. Machines aﬁ‘ording o

.ogsed air
TlC op Spring motors, compus&c( )
Little need be said of t 2
’ of those macp; keys of
the keyboard are merely COVored ‘::,QLS In which the ordinary yther

s 1t »aringe O
letters or characters. They yielq only 1(1\21(;1111))110 ‘iag;plj(g]; Z,]j,bstiw-
T

P .

ossary and

og are NOW

Monoalphabetic substitttion—
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tion cipher know
ic mechanism i;;f:;d have little to recommend them. Even w
into play, if the s 1 ltvlm,tl a whole series of alphabets c.un l;\‘(‘lll‘“‘hen
20 or more letters b.ol[) "“l'lm'nt‘ 18 monoalphabetic [01: & ;uc:.(\:-ought
gfrgphlc security ig l(l(::t(; ,U;u alphabet changes, the dog{cC olfm::y)’lll)tgr
o plr?l'ﬁr(:;i(\,latcd as g l‘(ssu\lc ;\)Yf 1:;\\.3 “-\‘])v.(-izlll._v if the various n]ph‘ubets
4, Ma};}cl(i);lll)(mcnts, veir derivation from a limited number
rec és affordj
Seviﬁzlz;)?lm there ]mi(iu‘l)(g:(‘lpdlyalphabetic substitution.—a. In
not bhe dngl 1‘1;\(-}11!1(\5 of “'H l- \I) odd upon “l.(" (’()llllll(!l'cial market
secondary »lcll ibed here in (‘(\;{(.,ltlnzl.ll ordinary interest, but they can-
o mtup},“})ets SRR nlid‘l.. In some of them the number of
the cipher all(l} the mann ey ’]“ I::,llu(:’ b]“b e mcl.,lmd of their (\1111)19}*-
c‘fymogmmg Phabets into play ;l,(' l : e ”10(_'11:“]15111 operates to bring
1.?1‘(31)?»1'0(1 B 11;\ S 80 Ingenious Ll.mt t.ho solutlgn of
i things 115 point shoul : }(Ja,ns of the mu.chlnc is exceedingly
8 being equql 41, d be (:lm.rl_?r ;rccogmzcd and understood:
» the manmer of shifting about or varying the cipher

ribute
S more e / ]
to emplo Wolved, op I/to-(" yplographic security than does the number
Y 26 (1i"(‘(=t.-’gt weir type. For example, it is quite possible
teater goc l“‘%‘dm-([ alphabets in such an irregular sequence
f securit : o : .
1mp0rtmlc‘ab°ts 0 g v _tY than is afforded by the use of 1,000 or more
© of thig Poi ‘g?ru]m_ or an (m.sily-nscermincd method. The
cipher y S(‘r') Int is not, generally 1'ecognizcd by inventors.
does n, Machiy ag isj l_o“S limitations upon the development of good
ot leng itself that the number of letters in our nlphabizt’t i
S well ¢ ; ; i ipulation
as byg t] ell to mechanical or mathemu‘tma,l mf;m]t) e !
abet ¢ e factors 1, 2, and 13; nor is it & PEI i lslql ("'
done (‘)lns‘s"“d of 25, 27, or 36 characters, 11111;6 1“1&’10
3 s nre .o the 26-letter
e addition of figures °* symbols to the '
i es the ser il difficulty that the crypto-
mitt; Contgs e serious practic® :
bting iy, Un characters other than Jetters nd the cost of trans-
¢ A . aracuers c (ha
5 CMMixtypes of lgt;) e symbols by Morse
ployed +,, 18 prohibitive st f’o o sort or another, em-
e 1o cire ditive, Subterfuges © lly impractical and
XpenglVQ ‘Umvent this diﬂiculty, re usud y 1mp an
C. T}l(‘,
thlls f{n.
of th(!ln

0tro o

l’)elzx,;] l(]]("il)los underlying the yarious rlna'cilllllgs w(iuch‘. l“.we
N developed are so divers® 2 complex that 1o description
can be undeptaken in this text. However, 11 the next para-
W remarks of a general character; dealing with the advan-
disadvantages of cipher machines in military communica-
hg’yagg-e deemed pertinent- ’ Saen ;
@. Until vep vantages and disadvantages 0‘ Gipiler mfflchmes__
D oo )lly recently, code methods wer'e predominant in military
" cuz(‘ I 1%' '\'mt,.hm the United States Army but the reverse is now

. This important change has been the result of advances
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made within comparatively recent years in the design and construc-
tion of cryptographic systems and apparatus. It may be useful to
compare code methods in general with methods based upon crypto-
graphs and cipher machines in general to note the advantages and
disadvantages of each category of methods. . y

b. (1) When designed for keyboard operation and equipped with a
standard typewriter keyboard, cipher machines afford much mo;c:
speed in encipherment and decipherment than do any ¢« hand-operatec
ryptographic methods, including codes and certain types of cRYP%OT
graphs. Comparative speed tests gave the following data recently:

Number of groups or words per minule

T T S
’ 1in;
Method ! Oryptographing Decry ptogrmﬂ 4 i -
i R AT R L L
6.00
1| 4.04 (4-letter or 4-figure groups) i
2| 194 (4-letter or 4-figure groups) . i disy
3 1.76 (5-letter groups).. b del sy . FERS 3.9
4| 2.74 (bletter groups) ... ........... Sl i s 8
5| 8.14 (5-letter groups)._ 3 Y s T L
6 | 30.00 (5-letter groups). /

1 Method 1-—A 2-part code of 6,000 groups unenciphered.
Method 2—T he same code enciphered by a secure system. 3
Method 3—The obsolete U. 8. Army Cipher Device, Type M-94. t not pro\'idod with a
Method 4—A small electrical eryptographic machine giving lamp indications but ;

typewriter keyboard, { but not provided with
)‘(Icgmd(f—;\ small mechanical eryptographic machine producing a printed recort oL

a keyboard.

b Mrithod 6—An electrical eryptographic machine producing a printed record and P
oard.

rovided with & key-

4ain types of
(2) When properly designed, cipher machines and certain typ

“hand-operated” cryptographs afford greater gum’antces{ ‘of c1'{1:§)(i
graphic security than do code methods or hand-operated PO?ICI e
paper” cipher systems, because machines can accurately, AposdL ¥ ,than
tirelessly perform far more complex cryptographic OPOT’]’MOH_S T
can possibly be performed even by the most skillful CI'}’P"’Ong?Me q
working with code books and cipher tables, or with hand-oper
cipher systems.

(3) Though the initial cost of a cipher machine may compare un;
favorably with the initial cost of a code book, the over-all cpst 0
maintaining cryptographic security by means of cipher maclnnqs Is
probably less than that in the case of code systems. Good maclnpes
designed by technically qualified experts afford g multiplicity of keying
arrangements; once distributed there is no necessity for 1-eculh.ng
“old editions” and substituting “new editions.”” as is the ¢ase with
code books. Therefore, the labor costs incider’lt to the necessity for
repeated preparation, printing, and distribution of code books, t0-
gether with the labor costs incident to the necessity for repeated
accounting operations, correspondence exchanges relative to issue,
receipt, ete., in the end overbalance the higher initial cost of cipher
machines. In this connection it should be stated that merely the
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cost of printing an edition of 200 copies of a large 2-part ('0(]-(! s ;voli
over $25,000. This does not include the cost of the lu.bor mvo‘.\tv:
B nilation of the code, nor of that involved in preparing,
printing, and binding cipher tables for superencipherment, etc. f
(4) The security of a eryptographic system involving the use 01. a
properly designed eryptograph or cipher machine is not \\’ROH}.’,(\IIS{
sipated by the capture or compromise of the machine or device itselt,
as is the case with a code book. le
(5) On the other hand, it must be admitted that, as a gf’“pml_ 'ru)(tz
the solution of g very few cryptograms by long and laborious c1 ylt 2
analysis makes it possible, in the case of a cipher machine, to dccr)}fIi)ne_
graph more or legs readily all future cryptograms in the same mac 10(10,
whereas in the case of g large 2-part code the solution O.f p g f sis
messages can hardly he accomplished at all, and practical ana ){fﬁc
of the code must await, the accumulation of a large amount % t}' < (i
Even should the plain text of one or two code messages be ob]ljnrl(lr’(; :
by theft or capture, this would not permit the prompt decoc 1{]jble
subsequent essages in the same code; whereas this may be poss
in the case of cipher messages, lelicate
(6) Again, cipher machines are, as a rule, conll’licawd-ﬂ‘n(ll" e their
mechanismg, They require considerable technical skill for

: ; t always
proper operation by “ryptographic clerks, skill which may ]i;zportant,
be possessed by syel, bersonnel.  'What is perhaps more of special
complicated ciphe

¢ machines require the skill and seerC‘;Se usually
personnel for their Proper 1]1{1,'1111;.(\,1131,1](}0 and repair. Tlsybo avail-
require electric eurrent for opoeration, which may not alvmyd_opel‘f’lmd
able.  For all thege reasons, and b(‘,cx;.use code books or Plar;ud require
cipher systems gre usually much more easily transportab oet’ as a rule,
less storage and oPerating space, cipher machines cannob

Division.

o h as

be carried forwgr of the larger headquarters, Su]cclons and troop
% 1e

Hence,.code methodg may predominate in the lower e¢

formations,

ot up for
$ a'ted to se o
hine employed is at all comblllfe and sometimes

g relative to
cause
plex

(7) If the cipher mgc

enciphering an( dcciphcring, errors are easy to & sage
call for costly op laborious exchanges of service m(}il point Re
their correction, However, this may be a doubvtors gsiRARer
complex Superenciphered codo is just as subject to err

cipher machine. gipher. Senok

(8) As regards administrative 001nlnunlcati1(::lss’ati0n or &bl.)rfBVIi
compete with code from the point of view of COISI Jong as the origina
ation. A cipher message is always ab least ropared by means of a
plain-text message, whereas a code messﬂgedp1 eo of condensation 1is
large code specially compiled to give a large eﬁ ] plain-text message.
usually much shorter than the cquivalel'lt orll%_lconstl‘ucwd code books
This arises, of course, from the fact that in we
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single groups of 4 or 5 characters may represent long phrases or even
whole sentences.

(9) As a rule, cipher devices or machines cannot readily be operated
under all sorts of weather conditions. In very damp or in rainy clim-
ates, machinery failures are quite common, and it is difficult to keep
delicate machines in regular service. Moreover, in hot, humid clim- |
ates no machines can long survive the disastrous corrosive effects of 3
moisture, vegetable growths, ete., whereas printed matter is hn-rdly '
affected by these elements. Finally, under field conditions, \.v]nle. a
code book can be manipulated outdoors in all sorts of weather, n rain,
sleet, or snow, in high altitudes where the temperature is very 19“’,
or in the tropics where it is very hot and humid, a cipher machine, “‘
especially if electrical, often cannot be operated with success for more
than a few minutes or, at most, a few hours.

L. CODE SYSTEMS

Srcrion XV

CODE SYSTEMS IN GENERAL Paragraph
Breliminaty Somarke. (Lol o oon oL okt e ;'(75

76. Preliminary remarks.—a. Sections XIV to XVIL Sp?cml
Text No. 165, were devoted to g general consideration of code systems
and enciphered code. It was there indicated that code syStOmS are
systems of substitution where the elements of the substitutive pro‘cess,
comprising letters, syllables, words, phrases, and gentences, m‘e‘ S0
lumerous that it is impossible to memorize them Or to {‘C?onsplu“
them at will when necessary, so that printed books containing Ll?csc
elements and their code equivalents must be at hand 1D order to '
cryptograph or decryptograph messages. The various types of 0(')de
groups were indicated, together with methods for their construction
by means of permutation tables, One-part and two-part codes were
briefly discussed. Finally, a few words wore added for the purpose
of indicating various types of enciphering code for greater cryp-
tographic security.

b. Practical eryptography must take cognizance of the fact that
the texts of governmental as well as commercial and social telegrams
must conform to certain standard forms and practices. A subsequent
text will go into these matters but at this moment it is only necessary
to indicate that international telegraph regulations in the past
have exercised an important influence upon the structure of code
groups and upon the selection of cryptographic systems for their
encipherment.

T R e
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¢. In the subsequent paragraphs, when reference is made to numeri-
cal eode groups, or number-code groups, or figure-code groups, it will be
under_stood that the code groups are composed of digits; when refer-
ence is I.nﬂ,(lc to alphabetical code groups, or letter-code groups, or letter
groups, 1t will be understood that the code groups are composed of
letters of the alphabet: and when reference is made to mized code
grOuPs, ot mized groups, it will be understood that the code groups are
composed of intermixturog of letters and figures.

77'.Intermi"tu1‘es of code-text and other kinds of text.—a.
Only in commercig] code messages is the practice of mixing plain text
an((ll code text common In modern communications. In governmental
zgdzymsisiii? E}“lltm'y ,.Imvn.l, or di!)lonmtic, such. in!rel‘IVIllXt;lLlll)'eSSIi;‘l’
ignorance of som:u‘f el prasenc, in, telogions m(h.cml’cisc sccblru'ity :
Because the I)l&illl-(:‘,\t»he hm(m”.“m"'l ".”l.cs of cl-yptfogllﬂ]\) lmeaning’ of
the adjacent o Xt words give definite clues to the gl 2

. 00 groups, even though the former may app
convey no intelligibility ;. ehoen (sach words. a8 i@nd«ouk by,
S Y in themselves (such words

o | qtutes a
fatal dli,f:gf m, ])cilwcl, stop, that, the, ete.), their presence CTSL;%;LWHI
s i i f this dan

' ’ “ryptographer 5 aware 0

countenance such Yptographer who is av

Intermixtures y
i hn’pp o corne a code which makes

words not included
the unencod-

no Pl‘ovisim] for ens that, (:()1-1-(\31)011(1OHLS (‘mploy
; ? enecod; !
neoding Proper names or e

in th(} Voe . : ‘
able te‘{tci*ﬂ)ullzlvl‘y of the code book. Rather than 1.cm;2)pwmme e
! P1AIn ; inoe 1S AP <
surely lead tl ! hulglmgc in the message, sunce i e
spondent, 0 clues to unauthorized reading of the mf:'s m’ms gons
S encipher ” ) ) masigt ‘
: i such words and proper name St
gx??tl lalefgt‘/d cipher System. Also ixi solmc ¢ases, WhOIlotxJ'l(ls et
(), 2. ; ’ : . W |
repr(;(enl‘i1 CIILS V}i)cabulm-y and the \”llvl‘ious inflections chpcr dhprr o2
Fing ‘ ‘ he Pr ;
: B : the oarh 8ot
(‘ted,"uing,” “tion »:lmpondonts may lS}lfﬁxocc Jure, however, éigm
ete.) in o .+ This pr ; ¢
shie, Fecommenc o ) in cipher. This P y reduces the cryP

- 4, because it considerabl
phic security of g, » because it conside

' ¢ whole system.
thzls i(:ll:lclti:l‘cs correspondents make use of tW when they ial
Ssage.  This is occasionally the €880 ve all the specl

se of & genepg] or commerecial code which does not ha pressions bemng
expressiong necessary for tll(;il“busilless, the latter exlvcr the inter-
coptaincd in & smal] private code Sometimes, PO‘_"fhe f)urposcs of
mixture of ¢ode text from s:aveml- codes 1 don‘? fFl]lgc

secrecy, though it, is, as a rule, a rather poot i

more codes w1t¥nn
i are making
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Secrron XVI

ENCIPHERED CODE g
Preliminary remarks on enciphered code_ Lol Ut el GUSIEREE ;58)
The general types of methods of superencipherment.... .- - —-n-======== &
Transposition methods . s g IS
Substitution methods. ....______ - vemmnmnnnqnaierna A
Arithmetical methods e s s S L 3
Single or fixed additives________ e R e A
Repeating or recurring-key additives and BUbbTaCtors. .. - --===="=""" e
NOlll‘CpcuLing additives and subtractors I R - %6

Concluding remarks on arithmetical methods

78. Preliminary remarks on enciphered code.—@- The'pu;ptzfxis
of enciphering code have already been explained in the I.)wwo}lt'on‘of,'
together with brief indications of methods, The superimpost ne of
& good cipher system upon the code text, of a message is today l°’ for
the safest and most practical of all methods of cryptograP !
governmental use,

b. In the subsequent Paragraphs, for brovity and ease
b_hc term placode ! will he employed to desionate the 8¢
Clpl.lcrod code groups representing the p[,,jn_:(\xc eclements;
derived by tclescoping the words plain and code. On the ot
the term encicode ' will he employed (o designate the final pr
the.supvrcnciphermcnt,; it is “k('.\.vis(‘/ deriva Tl telescoping the
enciphered and code, e e

¢. The termg superencipher or (Brltlsh)
reciphered code anq reciplwfment all - which undergoes
& subsequen Process of enciphop "PPly to codo text W

r phermeny,

he torms wndi i s
16 te weator syg i 4 mpot i
connection syi, s Ystem and Wdicator are very 1 f;,lly so In

3 tograph; h : el
conmection witp onciphcring&mpluc Procedures but csdpc ¢
cator gives i S Systems g appli to code-

gtves information relative g4 ) o p1I l)hedt bles to S :
in i ; ‘oper table jon 1n
puch tables, gt Further informatl

in reference,
tual or uner-
the term 18
her hﬁndy
oduct Of
words

ed code, superencipherment,

n subg
9. The genera] SN s 3 s
Both g types of et} Paragraphs. ¢ herment'
ansposition gn Substigy > of superencip lied to

ikt i % g
o it ood s M Tt g arigy. Mothods may be -afl at first
glance appear to constitute g thipg Ctical methods which

: 2 . A ] ipherment
methods since they involye mathd Alegory of Sl'l’cwnblphily i
; 1 E Y o1 i ent
sembling neither transpositioy, no_n U processes appare” Jeeper

! ¢

: i s 4 S . ,ver
btudy. w1l.l lcfmd to the conclusioy it Wstitutioy, Ho»vovcp o
substitutive in charactor, '8¢ arithmetical metho
80 Transposition meth

5 ol P )

whole code groups or serin o Panspogiys ‘hods whereit
8roups or series of thep, Ale glie - on methods W 3

some key are not frequently encoungepg  ed about according

ed. T ¥ ke xdlods
! Pronounced “play-code” and “n-sigh’-code,” -'-fﬂllsposu,lon tHe

———



103

applied strictly within the codo groups, by rearranging or shifting
about the letters or figur
limited extent for a numbe
position processes for
enciphering code, wor
governmental pr
consonant, struet

es composing them, have been 1.130(1 'to if
r of years. Prior to Jn,nuzu'y ik 19.34', Lumls‘_
producing encicode messages, 1. e., for 's'u]I)eor
s practically never employed in connno.lc'm e
actice because they destroyed the regular fv:l\:lid
ure of code groups so that they no longer ot OS s
to the requirements of the international telegraph l:(‘/g“lﬂ.'mo'l?: ok
ferred to in paragraph 76. However, the restrictions 1n thlsbi(bihﬂt
were lifted on the date indicated and it is LllOI'("fo.rc pmbaomcltered
transposition Processes for superenciphering code will be enc
much more freqmmt,l_y than in the past. ; ls for this

b. One of the most commonly used Ll‘mlSI)OSi“O”.methoc'th special
PUIpose is simp)q keyed-columnar transposition, either “Sl ou[‘: these
matrices, designg, o forms having nulls and blanks, or l“fl\cc to error
features, The system as a whole, however, is very subJ®

: t is
L . S . 3T ],Lloll- I )
and requires high-grade personnel for its practical Opb;lilou«rh it can
of course, wholly unsuited for practical military usage, e:l if well
be employed fo,.

x ; such a syst
) other purposes. Solution of S}ld_; , basic code book

f:onstructcd 18 & very difficult matter, especially if the

18 00t knoyy,

ns,

ds of substit.;u-

8L Su})stitution methods.—aq. All of the mcthi?ablc for use 1n-
tion 8aI)pl.lc&bl(,\, i the cage of cipher systems are ava
superonmpll(*.ring code, pasy to draw Uup

book is in Pos-

. rOups
¢ sing] ¢ placode group

: i th
; ! ¢-mixed alphabets. When o

on of the enemy cryptanalysts and the o8
are therefor at E :

i 1 code
hand, this method does not ¥
reasons nof, ne

en the actud

: nven WhH 1 commer-
. Cessary here to indicate. _L‘.wlone of a seb Oi,hc recon-
k is : S ; is
e lnot,1 ]mown, but it is known that it ce typ®
des hg,

. 9 n

: Ving groups of the 2-letter d][f(l};e Iphabetic
struction of the cipher alphabets is not difficu '.mple polya’P - there

e, Pol?/al])lmbetic methods.—(1) A very S'lu suceession; Of used
method g ¢, have 5 ahl)lml;o-ts which are us?ddlividlml got to be
D2y be 8 serjeg of sets of 5 alphabets, .th(?}l;lmcssﬂgo it’sclf: sxample
belng dctcrmiucd by indicators inserted in ih be used. For -clxod Lh(,:

@) Any sort, of polyalphabetic method mn'ybinuous-kcy r.nct ) ¢1’10(1S
the 1-epea,Ling-ko,y method, the running or C;)il;d. Di’gwphlc n(lrcm hic
interr“PtC(Ll\:cy‘method, ote., can be aPPﬁm_aphic and monograp
may also he used; also, combinations of dig

: usin

methods are f requent,. loyed. For chIT_lp_lC’ ‘g
(3) Tables of various sorts are often O:ng(rurcs, a table gn‘/ll.lg s
8 table applicable to code groups of 5 fig mbinations of digits may
nounceable combinations of letters for thc5(i(;2 into the letter group
result in converting a group such as g
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KOBAL. Tables for substituting combinations of letters into ot.her
combinations of letters are, of course, equally feasible. The substitu-
tion may be strictly digraphie, combining two 5-letter or 5-.ﬁguref=
groups into a series of 10 digraphs; or it may be a combination 0
trigraphic and digraphic substitution, each 5-character group be}l:lg
split up into a 3-character and a 2-character combination. Other
combinations are, of course, also possible. i .
(4) In all the foregoing methods the chief objection 18 }'!hf}t tg’
advantage of the 2-letter differential feature is more or les§ dlsmpated
by the encipherment, but this is true of every substitutive metho
that is superimposed on code. A
(5) The disadvantage referred to in the preceding subparagrap !
absent in those cases in which the encipherment bperates merely d0
substitute other code groups of the same book for the message C‘Zhg
groups. The most common methods of this type make use of &
figure-code groups, the latter being manipulated in various .W&Y;)er_
change them and the resulting groups then being given their le
code equivalents. Some of these methods are explained below. {
82. Arithmetical methods.—a. These are today the mosb tune
portant of the various methods of superenciphering code, and mulfo 4
dealt with in somewhat greater detail than the foregoing Te0 b(;
There are several different types of treatment, each of which w1
briefly discussed in the subsequent subparagraphs. the
b. In discussing these arithmetical methods many references t-ore 0
terms additives and subtractives, or subtractors will be encounte
They will be defined in due course, eri-
83. Single or fixed additives.—a. If the code groups are nuIII'lollp
cal, the addition of an arbitrarily selected number to each (.;ode ‘g e
in the code message constitutes a simple form of su])el'cllclphclfn ply
It may be varied by prearrangement, between correspondents, Slr:ces—
by changing the fixed number as frequently as may be d ccmcd‘ n g
sary, or by some easily arranged systom of change. The gxollls i
digits composing the number which is added to the placode Vﬂluf;:w
commonly termed an additive group, or, more often, an d.d_dq‘ i;
or sometimes simply an adder. In decipherment, the additive 4
merely removed from the received encicode groups by subffl"”chot (;
leaving the placode groups, which can then be decoded by reference
the code book. Often the date or some numpey derivable from
date is employed as the additive but usuallyathe number is simply as
arbitrarily composed group of digits. Because the same number i
employed throughout the encipherment of the entire code messdg®
such an additive is called a_fized additive.
b. Methods such as the foregoing are particularly weak crypto’
graphically if the basic code book and the code groups embody limitd”
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2:&?0?;22821‘20??? ‘F("‘ Cxal‘nple, should it be employed in con-
from 0001 to 29(2;;; t;im"g Ol.ﬂ}_' 25?00(_) groups numbered COIIS'CCL.ILIV(\.ly
the three digits 0’ . en pllc initial (llg}t.s (?f the groups are ll.ll}lted to
therefore produc ; 1’ @d 2; t;h'(‘, application of a .ﬁx_{e’d a(!d}tlvo can
encicode text (')l‘(fl'] y three different digits as the initial digits of the
the determina.tim 11-8Vll)hf"l?olll’l(,‘n'()l.l would, of course, soon lead to

¢. One rather ;_O le initial (lllgll.s (?f the placode groups. e .
_the case of Codes‘ 1”111). e scheme m.volvmg the use. of ﬁ‘}'cd additives in
is to apply the f "‘alvmg .ﬁl.l)llﬂ.])(:tlcﬂl as wcl'l as numerical code groups
ing the plain-te :\u additive to the numerical code groups reprcsgnt-
¢de groupg ¢ (.'}"t “’01'(1'-“' or phrases and then take the alphabetical
In codeg of th?f‘@pondmg to L.he gums as the final encicode groups.
© Processg of S[“L ype the additives may be rather large numbcl:s and
wding the alphabetical code groups corresponding to

e Sumg }
ls y 1 1 1 » v
very easy. But in codes wherein only alphabetical code

groupg .

i &re 1 1 ] . " ’,

given, {} 18ted, that is, no figure-code or numerical groups are also
1 “he addi 7

ers, Tt w. tives employed must naturally be rather small num-
0 3 XU 1 e ", v
for exqy uld be extremely laborious to count 573 groups forward,

n 10 . . . . AT o
1 to 20 Ple. In cases such as these additives limited to numbers from

OF 30 576 oo
d. (1) 1 mmon. nt, the latter

stead of adding a fixed number in encipherme
-ment, the fixed number

acted, in whi in decipher
> which case, in deciphe
dded o (] : g i roup ma
e te ded to the encicode groups as recetvec: Such a group may
°d a sup ; i 1se subtraction 18 the
Procesy yqq,: Ublractive group, or subtractor, DecBUS® BUDEE & e, of
Courge Sed in encipherment; in decipherment the group )
@) »A&n.&dditivc. A Eppeit
ddition and subtraction of & fixed numerical g;osg)n i
Sdiary 10(1 Within the same message, acc(l)rc.hnggt((’);’;:q corresponding
¢y for : dditive gr
to th, %ey; for example, a series 0f 8¢ ; 5
Y : ¥ : . of the numbers
e kcy\vol-d BAD mligl': £, by pr Oaﬂ.ﬂngcment, consist of th
L )

: it anner. Or the
: 4 4 . a n e etltrlve m ; ;
comospor e s ust;(lso kcypnumbcrs alternatively in
to use

additison_dcnts might agree 200, — 100, 400, —200,
+100 L ng subtractive manners such a8 ’

, 200, 200, —100, ete. . tion
sl . AdditiOn With(’)ut l‘f)ct;rl'y ingf” Or.@oncaﬁri%ﬁiﬁ?’h:q”" and sub-
i D8 88 n0pang] addition, thak addition Wit 00 ction, i just
Taction Wit} af‘( ztv,‘o'n, g OF nonborrowing W 4ra‘c‘ 10 e Jus”
as siml)l(\a wut bouo“’t_on’ hat 1S, subtraction \.vwh bonowmg_.
It is mer;ﬂ S normal subfratc Z m’con.espondonts agree in advance on this
Point gy ):L];c(lmsi?ry t,-]:;;css consistently throughout a mcssatlgc. In
Plzacti(,(\" holvi))y mif,p'is more common t0 perform thcs'c processes
Withoyt, “cm-:vigt:” st “borrowing,” 80 tha't.t/w oywatm‘ns can be
performed f onf lej’t 1o right as in normal writing. Herewith follows

an example which will make the matter clear:

is just as
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Erample A

' addition in encipherment:

_ 5517 3082 9015 6710 9541

(a) Example of “poncarrying’

(1) Placode-——--~----- Lpan & 8
(2) Fixed group for addition .. 5678 5678 5678 5678 56T
1388 4119

0185 8650 4683

(8) Encicode - ---nounn-nnan-

b) In decipherment “ponborrowing’’ sublraction is ap lied:
b

(1) Encicode - - 0185 8650 4683 1388 géég
(2) Fixed group for subtraction_ _ ___ 5678 5678 5678 5678 by
So15_ 6710 954

fay Pladoderside el AL 2L H O
the minuend, the

and the PI”‘COde

(¢) Note that in the decipherment process the encicode serves as
additive used in the encipherment serves as the subtrahend,

is the remainder.

) # . o
#. In the foregoing example the additive remains the same thmugh
at this is only the

out the superencipherment but it is obvious th
simplest sort of an arrangement. A series of different additives ™
readily be employed, as will be explained later.

g. (1) It is, however, possible to make the cryptograp procedﬂf"
the same in both encipherment and decipherment, by proper Chfmg(-)s
in method. They can both be made either additive or S
nature, thus requiring the learning of but a single process. !
will be explained below. .

: (2) Both processes additive. If in encipherment an adc
is used, and if in decipherment the complement of the
ployed in encipherment is then added to the encicode
decipherment also becomes an additive process. For ex

hic

litive proce®®

additive erm-
gl'OllPS;

mple, ! e

compl_ement of the group 5678, on a basis of 10, is 5432- Note
following: ,
i Example B
(a) Example of “noncarrying” addition in encipherment:
(1) 1}%0(10. _____ SNl BRI 30808 19015 6710 95$é
(2) Fixed group for addition________ 5678 5678 5678 5678 o8
(RN Bfleteodetdsn Ittt o, Lo o 0185 geo0 4683 1388 g
mcnt;

( ) C ! & > =4 ’
b In lecipher Ill(']]t, using the colll])](,‘lll( ne o h additive us: 1in

ent of the o ‘
addzuon I'C])I'()dllc(‘h the ])la(,()(lc . -

(1) Encicode 4119
| Rt L L CE R 0185 1388

(2) Complement of fixed group.._._ 5432 gzgg ‘51?122 5432 5432

(3) Placode_.___ feeoo...... 5517 3082 Soi5 6710 9541

ce((li)reBi(t);ﬂiLs PTOCG:S'ETS subtractive.—By a very simple change in pro;
decipherm@n{l;)OSSl' e l;(})l apply subtm(':tlon in both enciphcrmcﬂt an
e : usmg‘; the same numerical groups as subtractors, thus
RETE g (?cess‘my_ to learn qnly one process. If the additiv®

of being in the second line of the three lines shown in e

foregoi .
oregoing examples, is placed on the first line, and a subtractio™
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Process applied, the proper results are obtained regardless of whether
theipherment oy decipherment is involped. Note the following example:

Example C
(8) By « : 5
ample of nonborrowing”’ subtraction in encipherment and decipherment:

() Fixed groyp_ . ... 5678 5678 5678 5678 5678
@ Placode 5517 3082 9015 6710 9541

®) Encicode.__ _ 0161 2696 6663 9968 6137

b De(ﬂphcrment (subtraction also) :

(1) Fixeq A ST 5678 5678 5678 5678 5678
@ Encicode_ 0161 2696 6663 9968 6137

e 5517 3082 9015 6710 9541
(©) Note that i ¢

¢ placody 5. he encipherment process the keying gr.oup scrvles ai ttl}l’ee 7;1:;:;:3;3,

in the 8 B}s the sublrahend, whereupon the 7-em(uln,dt‘:r bec‘omf,.sﬂw ,,”'numd’

he encico(;p erment process the keying group again serves as b S ’
#885he sublrahend, whereupon the remainder becomes the placode.

4 : >
(.) A YVOl'd O two in explanation of this phenomenon may not be

i i i ' e of the
Proceg he explanation involves a consideration of the patulfe 9,1 b
oy thmns“l"(‘s when looked at from the point of view of stmp

e | notes placode,
Ote the following, where the symbol @ de

Y denoteg (1 sl
bes the fixed group, and z denotes encicode:

In OXAMnle & Ty o 0o e S e
Bareprio A (). LT z=2—Yy
m)S})osing ______________________ Bl
WS T TR Tl B e L B
G n z in order to recover

% Seen hapg that 4 must be subtracted fmx‘. Thin, s ssthiod
inyo] N ordey that 2 may be a positive quantity: :
Vg ! W :
S both addition and subtraction. s
y—2=2,

It i

,,;”' I example €y PN e S T B

MNSDORINg. 1, .ol e BN it i 1

3 SR = s L Hence it is seen that

iW f v “Xactly what is done in Example O (b.):wt,ion is involved, in
0 the case of P Sc(l-ond method only subtrd

g more common,

7 ;oming
; e C is becom 2
) Exampl nanipulation. It is termed

: : e ge in 1 : T
¢ of jtg simplicity and ea groups employed as keying

A ical ; .
30 ‘Subi"‘actor method and bheIllulzﬁ;lgcraph 85 more will be said about
n pate

'S Methoq. key additives and subtractors.—a,

i Ll. ©peating or recul‘ll’mi:unber which was added or subtracted
1¢ foregoin les 606
. J g2 examy

. , this need not, of course

In encipherment was always the same bULeb(l)lésnlll,(;gli)crs f,or nd(litizcli
8 true, Tt is possible to cmplgy a se.qifflnc B a v atios o bt

Or subtraction. the sequence e ot c-(‘ 11,11)‘;)11 uppose the pl 1(Liy

¢ easily d(_»,riV;Lblc from a key phr'nsc, 01:0. ll}ls, 3 IlI t()l .%I &c? e

messagé is the same as in the previous examples and that the repeating
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. ) sordi the sub-
key is 432809721 and that this key is employed 3)('(;;)(:‘?5 toNote e
t,m‘.c(,m' method explained in subparagraph g ( .

following :
(a) Encipherment: 1432 8097 2143
i 4328 0972
‘peat FAKOE 7 WL T
((;)) Ilfltll(::)(ll(»mg & k SRS 5517 3082 9015 6710 .’?65:;
() Encicode.___.________________ 9811 7990 2427 2387
(b) Decipherment: 1432 8097 2143
i oy 4328 0972
1 R‘ ad r ke 5,k o g et 5 0 i e A2 602
((0)) ,.‘,‘,i.}((.(',(;,'.”" % 9811 7990 2427 2387 3 1
) Piaclil, - & 5517 3082 9015 6710 954

(3) Placode __ - 1n - o= e Wl
b. It is important to note that such a key as the foxcgowﬁh v
be of a length that does not contain a le(’-tf)l' n (:ommfm; ey
length of the code groups involved in the ('n(uplufx'nl(m% 0. T
contain a common factor the period will be nbbrcvmte('l. FOIi'e‘its a,nd’
in the foregoing case, since the repeating key cg)ntm{ls 9 U.g dis 9
the code groups 4 digits, the length of the enciphering p?goroups
groups, that is, two identical placode groups must be at least % gl
apart before they wi produce identical encicode groups. i
the keying Sequence were 10 digits in length this phenomeno i
eyclic repetition could happen if the identical placode groups Wu’al
but 5 SToups apart, since the common factor 2 cuts the p(‘)tfig o
keying length in half; and if the keying sequence were }2 digt i
length the period would be but, 3 groups. In this connection see als
the remarkg under paragraph 49¢ of this text,

|
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86. Nonrepeating additives and subtractors.—a. When special
tables are employed as the source of the adders or subtractors for
z:ll))f renciphering 00(1.0, a 1'1111(-11 more secure system is provided. The

Enay be contained in a book or document called a keybook, an
fitive book, or a, subtractor book. On each page of such a book
graoglél,)s}(g); 1:11.111)111)91'3 are ru.gul.u,rly disposed in roWS S.Lnd colAum.ns on Phc
e t(I))Iﬂy m‘g identifying symbols called indicators t}o Lllle plngcls',,
 itl. 'tle 1ows‘a,ud the columns on each page of t;.l(, fu,y 1)04? \:
volume of t: ﬂ(') provide for the safe superencipherment o n, fugg
with the gimllu 5 i All correspondents must, of course, be pl(;v@(z
the keyb(;ol, L‘el })&.sm code book and the same keybook. In emp (‘)ymg
were used « t\h 10 mdicators tell the ro('vipwnt;.of a message what %x‘oulps
A page fl'(;ln :Ltls’ _Wh(sre to begin in l,.hc decx.phcrmcnt' of Ef,]l:‘ Zg(,lcoc e.
b Tt shoylg b{; 1)10&1 keybook of this sort 1;) -s;l‘m\‘vnl 1]11:111012;;&1 -groups
i the keylyoe] ‘llotcd that whether the arbi ml_Y s
0 do with ¢} < are employed as adders or as subtrqa,ml.s i
used Oitherwle hature of the groups ‘themselvcs: Lh]utlf(l; cgln-espond-
ents agraq &Sa{’ provided consistency 18 9!,)SCI'VCd mll( eil e B

i 0 whether the groups will be emp O);. S
Examp]o ies( I the additive manner (in On(ﬂl)]{(;‘,r‘lltzél') Ilna}hnm' s
trated i '&) of paragraph 83e, or in the sub 1“1 e

Xample (a), of pn.rngmph 83¢g. In

shown {y, : . umbered blocks
each cOntS' Sets of 100 4-digit groups, disposed n I To designate a
t, or decipher-

161 §
’ 8 In(}lcly necessary to giVC the

and the coluy r examplo,

N number of the group- Fo yegsive groups
i of the group take the guccessive group

he group 6126. It is usual to $ericto right an d from the

C&tor fOl‘

in th .

top deo tormal order of reading, i. e, fro™ ding may be agreed

upon g:?wm'd& although any other o;' hich this ex ample
'Ween coppe ) The book 17 ot A

was taker cousistl(\lgsgfo I:E)lm;s.os each containin& 2000%:;25 I’nerely ol}

19,000 in g T};c g,rcl)l I: ﬁllemselVes, of course, CONS

i : sroups the

s ration.
igits « : k is in prepard .
i, R@elected at random when the kﬁi:t(l)'?tted in Example B of para-

eferring 1 i A : ) ¢
ac netho : .ipherment and

ﬁ“‘?h 839 (2),g in Wc]lfict}?at(lll(?izion is employed i bonti‘ f}?:liompleme"-t of
emphel‘ment, it was noted that in de‘”phelmbce used in order to re-
¢ additiye employed in encipherlllent must

der of red

i » preparin
C(;V({)r the placode, ~This principle se;'veasm&s,l ;gﬁ; iggss,lstlleoil;)hcf o {5:
Ybooks j 3 ntents gl iy .
their ¢ Ol\spi’;mvth‘loch lgmlf ﬁ;;ef_(;n anipulation of 1ndlca‘001$ 11{ 1? p(‘)smblte
t use any gib\lfle: pag); pof the arbitrary groups for Gllclptli)lmfn(i
Whereupon g specific page (con o complements) must be use

taining th : s v
for decipherment. This method obviously requires considerable care
589405"——44——.8
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OCO~TOUID WY OCOOULNRNDHR

)

1

2

3

4

‘ 5¢87

I

4136
787¢
5465
1685
6126
6667
5297
@367
6502

5344
5532
5086
6382
3147
9524
2409
2099
3693
8685

@198
3884
7021
7509
7116
5178
6932
2626
8875
4829

3960
5286
7165
8938
7654
3818
7290
3979
@822
3466

3477
@727
8280
8461
3766
1458
1357
4642
7694
2720

5

2075

4018
6303
g624
5110
2915
7176
9251
5742
@934

6

@157
4327
5325
4878
2646
8753
7658
5054
6178
6124

7

8

9

5607
8401
5241
6883
P353
@134
8334
5870
8259
9647

3681 1948

6151
#3376
1539
6038
2848
4335
98@1
9987
4947

9323
4739
5840
9316
3217
5991
4863
4765
8127

6673
8625
3829
5923
2153
8727
6348
5378
p244
6989

6979
8347
8413
7427
4254
8613
181¢
6976
1751
1418

4382
9189
@541
1118
g1e7
3244
4756
8833
5242
9552

4347
3619
g0
7849
4467
2312
8611
#935
8801
9309

3812
4730
3663
2558
3053
p268
2590
2621
1546
8664

FIGURE 48,

928¢
5330
5733
3324
1532
8549
2556
9213
7680
@187

3464
7359
2602
6369
7762
8843
9345
7674
4662
3873

3789
2183
5464
6663
4125
5282
9112
3427
G20
7253

9498
7743
2740
3@51
@877
7259
4753
p83¢
1866
326¢

9581
p419
9811
@#o47
3334
1552
6169
3896
267¢
93@9

01T
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in preparing the keybooks, so as to insure that complementary pages
are present and are properly indicated; it also involves much more
care to insure that the groups on complementary pages are accurate,
although there_ are mechanical methods of preparing series of com-
plements of this type.

d. If a keybook for an additive or a subtractor system is used once
and only once,.security of an absolute order is imparted to the messages
even if the basw code book is known to and possessed by the enemy. Tt is
not even necessary to use indicators except where a question may
arise as to the serial order of one of two or more messages arriving at
about the same time. In such a case the system is referred to as a
one-time system and the keybook is called a one-time pad because the
pages are usually fastened securely in the form of a tablet or pad and
are destroyed as soon as it is certain that the recipient of a message
has properly dccil‘)hered and decoded it. The disadvantages of such
a system are two in 1}(1111])01', both very serious. In the first place the
producti(’n. qn(l dlSL.I‘lbu tion of the pads present very difficult problems
in composition, printing, assembly of sheets, ete. For voluminous
corresponder}ce many pads are necessary and the mere question of
the productlpn, timely distribution, and proper safekeeping of the
pads is a serious one. In the second place, a system such as this is
suitable for only two correspondents and even in this case there usually
must be two pads, one for incoming, the other for outgoing messages,
otherwise it will occasionally or frequently happen that both corre-
spondcnts will use the same series of additives or subtractors.

¢. The foregoing difficulties malke it desirable to modify the system
<o that while its security may not be absolute it can be employed by a
Jarger pumber of c91‘1:espon(.1cnts, cutting dox.vn on the number of pads
required and permlttm.g of intercommunication among .all 901‘1'esl)ond-
oites 1 For such use, indicators are absolutely essential in order to
facilitate the prompt decipherment of messages received from several
different correspondcnts, i

f. The security of a scheme 'suc'h as the foregomg. is dependent
u},‘) on the manner in which tl}e 1pd10ators a,re.treatgd in the crypt_o-

raphing processes. If the mdlcators.m'e given n .clear, that is,
gr thoub disguise of one sort or another, it becomes possible to st_udy a
oo of encicode messages and perhaps to solve them, even without
sepet gion of the code. On the other hand, if the indicators are
POS;(:: ol ves disguised by enciphering them according to a well-designed
the il the system as a whole becomes very secure aI}d may, indeed,
meb de impregnable against attack for a very long time.

ma : i i ds.—a. The
be Concluding remarks on arithmetical methods Che

86- t has no doubt perceived by this time that the foregoing
St‘_lden otical methods are, in reality, substitution methods. 'W.here a
?i;led group is added or subtracted from the placode group this is easy
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; e, nd the placode
Ry f the fixed additive is 3089 and .
to see. For example, if the This is the same as saying

group is 8752, the onm(-ml.u group is 1731, et stbon il
that a 4-alphabet system is involved, and the alphabe :

Placode. .- ___. e O I I S R < e o
s S5 7 g i g g
v | [ I S A I oy ) “ch her”
Alphabet No. g ilidgrat i 2 iy 4 e 6 i 5
7 W - s S e - -

Note that merely a simple cyclic displacement of values lslmV(;lved n
the process, the amount of displacement b('l'n.g governed )\%flt lte, sz,;-
ticular digit in each position of the additive group. ' lm,‘ S
amounts to, in ecryptographic terms, is a 4-alphabet eliCIIp glglyex}t
using direct standard alphabets, where the “nommI' f}lebO 18
1234567890. The process could be made more (llﬂl(‘)ll bf y em-
ploying “mixed alphabets” of course, but then th(} f:eatu.m od;p?ed,
which is now possible (in view of our early training m addition,
whereby the mental arithmetic involved becomes second nature),
would be lost, since constant reference would have to be made to
sneiphering and deciphering tables. H:
m;).lpib bc:mn(\s clcml' that when a series of (liﬂ_'vrcnt additives or sub-
tractors is used, as when a keybook is employed, t'vhon' L_hO numlber of
alphabets involved corresponds to the number of (]'lg‘]LS ‘cmp oyed.
Thus, despite the fact that the encipherment process is here one that
involves merely the numerical equivalents of direct st;andard alp%m_
bets, the system can have great cryptographic se'curlty, dependlng
upon (1) how long the keying sequence is, bha.t is, the number <?f
groups comprising the additive or subtractor series; (2) the composi-
tion of this keying sequence, that is, whether it consists .Of random
digits or is systematic in its construection ; and (3) whether this squence
or parts of it are used only once or several times. The.last—mentloned
factor is the most important of the three, for if the keying sequence or
parts of it are used but once or a very limited number of 'times, say
2 or 3, its recovery by cryptanalytic processes is difficult or 1mpossible
and therefore even if the sequence is systematic in its construction
this fact might not become known. However, as a rule the additives
or subtractors are merely digits selected by a purely random means,
such as drawing them out of a box, or equivalent means. The length
of the sequence is guided only by the amount of traffic to be superen-
ciphered; for a voluminous traffic, keybooks containing thousands of
groups are necessary, even with a good indicator system, and even
then the books must be changed at frequent intervals.

¢. Arithmetical methods are today very frequently employed and
are favored above most other methods of superencipherment because
of their simplicity and relatively better speed of operation than in
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the case of alphabetical methods. The speed factor is, of course,
attributable to the fact that practically everybody can add (or
subtract) rapidly and accurately when single digits are involved, and
although very similar processes could be applied in eryptographic
processes involving letters of the alphabet, the operations of addition
or subtraction would proceed very much more slowly because our
early training does not devote any time to arithmetical processes
mvolving letters. For example, every child learns that “8 plus 5
equals 13” but none learns that “H plus  equals M.”

d. However, these arithmetical methods have two serious disad-
vantages. First, there is the disadvantage that the final encicode
text is composed of numbers.  The latter are not only more subject to
errors in telegraphic handling than are letters, but also it is more

difficult to correct garbled groups when figures are involved than when
letters are involved.

These disadvantages are, it must be admitted,
more serious in American practice, when emphasis in training is laid
upon the telegraphic transmission of letters and not figures than they
are in other practices; they may not hold in regard to countries where
the emphasis in training is in the other direction, figures being pre-
ferred to letters. Second, the physical procedures involved in the
preparation, reproduction, distribution, and accounting of the neces-

sary keybooks of adders or subtractors are tedious, costly, and time
consuming, Where provision must be made for voluminous inter-
communication among many units and for relatively -long periods of

time, these matters constitute a difficult if not impossible problem
for the compiling agency.

&






